
The Anatomy of an Insider:
Bad Guys Don’t Always Wear Black
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Executive Overview

With trends in digitization and information sharing, risks 
associated with insider threats – sabotage, fraud, and sensitive 
data theft, have increased, as have 
avenues to profit from selling 
sensitive information. Not all insiders 
in working for themselves; organized 
crime, competitors, and nation-states 
have discovered that there’s no reason 
to hack from the outside when you 
can recruit from within.

For years organizations have worked diligently to lockdown their 
perimeters from external threats only to find out that the most 
devastating enemy is already inside. Today most organizations 
would agree that their most valuable IT assets reside within 
applications and databases. Most would probably also agree 
that these are areas that have the weakest levels of security 
thus making them the prime target for malicious activity from 
system administrators, DBAs, contractors, consultants, partners, 
customers, temps, and so on. Insider threats are no longer 
opaque; the evidence is there, the threat is credible.

Rather than focusing on process or 
technology, this paper examines 
people. It is based on years of 
experience and research and offers 
detailed analysis into the “anatomy of 
an insider” with the goal of illuminating 
that which makes insiders tick.

A Chinese national programmer at 
Ellery Systems in Boulder Colorado 
transferred proprietary source code 

to a Chinese competitor Beijing 
Machinery. Subsequently foreign 

competition directly attributed to loss 
of the source code drove Ellery Systems 

into bankruptcy. This incident was 
partly responsible for the creation of 

the 1996 Economic Espionage Act.

Jérôme Kerviel was an 
employee at Société 

Générale, one of the largest 
banks in Europe. His 

fraudulent actions resulted 
in the bank losing more than 

$7 Billion USD; the biggest 
fraud loss ever recorded in 

the financial industry. 
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What Insiders Aren’t
There are malicious insiders and there are insiders that are careless or negligent. The focus here is the prior. 
However it is worth mentioning that early on in an investigation, it can be very difficult to determine what 
category an insider falls into, and further, the resulting damage may be the same irrespective.

To appreciate who the insiders are, it’s important to understand who they aren’t. Insiders are not “SAM” the FBI’s 
term for the stereotypical hacker – Socially Awkward Male: Mountain Dew, Doritos, parent’s basement, etc, etc. 
However, attackers like these from the outside may be able to escalate their privileges to that of an internal user 
or even a privileged user. These are not insiders; they are intruders. 

Insiders are also not the nameless, faceless attackers on the other side of an ocean. As such, responses to their 
actions aren’t as cavalier. Addressing insiders can become political, emotional, and altogether more troublesome 
than blocking external IP address such as those associated with organized crime rings like the RBN or Russian 
Business Network (described by VeriSign as the “Baddest of the Bad” when it comes to cybercrime).

While malicious insiders might not carry the same stigma as organized 
crime groups, nation-state threats, or even terrorists, consider this. The 
return on investment for recruiting someone that already has trust and 
access and is perhaps sympathetic to a cause, just looking to make 
some extra money, or is being forced through blackmail or other means, 
can be much better than trying to hack in from the outside. Why hack 
when you can recruit.  Osama Bin Laden was even quoted as saying, “It 
is very important to concentrate on hitting the U.S. economy through all 
possible means.” Many experts take this statement to imply physical and 
cyber attacks – especially on critical infrastructure.

Inside the Insider
Even the greatest diligence doesn’t mean that an individual with 
malicious intent won’t be hired, or that over time a previously trustworthy and loyal employee won’t turn. 
Consider some high profile examples from various U.S. intelligence agencies.

Aldrich H. Ames – began working for the CIA in 1962. Partly because of pressure from a divorce and 
financial difficulties he began spying for the Soviet Union more than two decades later in 1985. He is 
currently serving life without parole.

Robert P. Hansen – began working for the FBI in 1976.  Only three years later in 1979 he began spying for 
the Soviets and later the Russians. He wasn’t arrested until 2001, and is now serving life without parole.

Ronald W. Pelton – began working for the NSA in the early 1960s. He retired in 1980; in 1984 he began 
facing financial difficulties and sold secrets to the KGB while vacationing in Vienna Austria. He is serving 
three consecutive life sentences.

Dr. Mike Gelles of the Naval Criminal Investigative Service (NCIS) wrote a paper titled Exploring the Mind of the 
Spy. He points out three criteria that usually have to be met for a previously trustworthy and loyal employee to 
commit a serious crime.

First, the presence of a personality or character weakness must manifest itself in antisocial tendencies or as 
narcissism; this can yield nefarious behavior.

Antisocial tendencies may be spotted by looking for individuals who reject societal rules and standards, persons 
who lack feelings of guilt or remorse when they do something wrong. In short, they lack the values that inhibit 
most people from malicious, illegal acts. They tend to be manipulative, self-serving, and seek immediate 
gratification. Finally, they have a limited attachment to anything or anybody, thus diminishing their ability to 
develop a sense of loyalty. For a Hollywood example of antisocial tendencies note Heath Ledger’s character, The 
Joker, in the movie The Dark Knight.

Narcissists perceive that their supervisor undervalues them, and they are often found defending themselves. 

A system administrator at UBS 
PaineWebber knowingly infected 

the company’s network with a logic 
bomb set to cause damage to their IT 
assets at a predetermined time. The 

administrator then went on to buy “put 
options” against UBS. These options 
would yield profits if the UBS stock 

price went down (as a result of the logic 
bomb). While his actions left an easy to 
follow trail, the administrator inflicted 
about $3 million in recovery expenses. 
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Their actions may seem rebellious, passive-aggressive, or 
vindictive. For another Hollywood example note Alec Baldwin’s 
character in the movie Malice. When asked if he has a “God 
complex” he replies, “I am God.” This is narcissistic behavior.

It is vital to understand however that just because an individual 
exhibits antisocial or narcissistic behavior, it doesn’t mean that 
they will become a malicious insider. Many people have at least 
one and perhaps many character or personality weaknesses. 
The entire person must be evaluated and other, positive 
characteristics such as loyalty, reliability, and trustworthiness 
often prevail over negative characteristics.

Second is the presence of a personal, financial, or career crisis 
that exposes the individual to suffering and extreme stress. 
The behavior related to this stress is often observable in the 
workplace. Human resources and those in leadership positions 
should be trained to spot early warning signs.

Third is the absence of appropriate assistance in a crisis. Others may fail to recognize the person’s problems, or 
they may recognize them and refuse to become involved. Intervention can be useful, but if nobody tries to help, 
the individual’s behavior could crescendo into malicious activity.

Insider Motivations and Criminal Fundamentals
It’s all about the Benjamins. It doesn’t get much simpler than this; the primary motivation for most insiders is 
money: need or greed. To quote G. Gordon Liddy, “Obviously crime pays, or they’d be no crime.” There are of 
course other motivators such as revenge, power, politics, fear, general malice, excitement and even acceptance. 
But all of these pale in comparison to the motivations of those insiders that have been caught and have cited 
financial drivers. However, the amount of money they received may surprise you.

Richards J. Heuer, Jr of the Defense Personnel Security Research Center published a paper titled Espionage by the 
Numbers: Statistical Overview. In his paper he tracks multiple incidents of espionage over several decades. Not 
only did he find that close to 70% of all espionage cases cited monetary gain as the primary motivator, but the 
dollar amounts in most cases were surprisingly low.  

» More than 50% received less than $100,000

» 11% received less than $1,000

» 17% received between $1,000 and $9,999

» Less than 4% received more than $1M

Just because the criminal happens to be an insider 
or is using a computer rather than a gun, the actions 
and motives aren’t discrete when juxtaposed with 
more traditional criminal activities. In addition to a 
motivating factor like money, the principals that apply 
to any type of criminal apply to insiders. There must be 
an opportunity to commit the crime. The criminal must 
be able to overcome natural inhibitions such as moral 
or religious resistance. Finally there must be a trigger – 
something that pushes an otherwise moral person to 
commit a nefarious act such as a personal, financial, or 
professional crisis. Substance abuse, gambling debts, 
public embracement, professional reprimands, divorce 
and the like can all act as triggers.

Sumitomo Bank in London was targeted by an 
employee that was a night security guard working 

collaboratively with outsiders dressed as a cleaning 
crew. The security guard allowed his accomplices 

access to the building; they then proceeded to 
install key logging devices on systems used for 
financial transactions. The next morning, the 

key loggers captured credentials and financial 
information from employees legitimately using the 
systems. The attackers returned that evening and 

again were allowed access from the security guard 
accomplice, and used the collected sensitive data 
to transfer $400 Million out of the bank. The funds 

were recovered, but had it been successful, it would 
have been the largest bank heist in history.

Yonggang (Gary) Min plead guilty to stealing $400 million 
in trade secrets from DuPont in 2006 after ten years as a 
research chemist. It was apparently going to bring the 

intellectual property with him as he changed jobs to work 
for a competitor. His application and database activity had 
several anomalies when compared to the “normal” activity 
patterns from his peers. While he only accessed information 

he legitimately needed access to for work over several 
months, the volume was unusually high. In fact, he was 

downloading about fifteen times more files than everyone 
else at DuPont combined for a total of 22,000 abstracts 

and over 16,000 documents. When the FBI and Commerce 
agents raided his home they discovered several computers 
with confidential documents, a software erasure program 

actively scrubbing disks, and garbage bags filled with 
shredded and burned documents.
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Insider Identification and Avoidance
If there was such a thing as an insider threat identification tool that was 100% accurate we would be seeing it 
advertized in infomercials day and night with the latest wonder juicers and miracle diet pills, and Oprah would 
be giving them out to her studio audience. Unfortunately, signs of insider activity are only slightly dissimilar to 
litigate activity in most cases.

Insiders are most commonly discovered through one of three methods. 
First, the organization may receive a tip; this is especially common 
when an anonymous employee whistleblower solution is in place. 
Second, carelessness or indifference on the part of the insider often 
creates an obvious pattern of abuse that can be easily traced back to 
the individual after a period of time; of course many insiders operate for 
months, years, or more without detection becoming more nonchalant, 
taking greater risks, and feeling the need to brag about their 
accomplishments over time. Third, various monitoring technologies can 
be leveraged to help detect and or prevent nefarious insider activities 
that occur on the network. In particular, solutions that are effective in 
this area are generally focused on monitoring and protecting assets 
that are the prime insider targets: applications and databases.

Many organizations opt to be proactive when it comes to insiders. Several processes exist to thoroughly review 
candidates before they are hired. For example, in the United States organizations may conduct employment 
and education verification, civil and criminal background checks, county record checks, multi-state fingerprint 
checks, credit checks, substance abuse checks, even national FBI background checks. Most organizations that 
go to these lengths also conduct periodic reviews of employees to help validate that the person they hired still 
meets their requirements.

Depending on the organization, some or all of these checks may be excessive and not fit within the corporate 
culture, while others with mission-critical environments or with assets containing highly sensitive information 
may go even further. Take for example the U.S. federal government; there are several levels of security clearance 
ranging from basic background checks and interviews with friends, family and neighbors, to counterterrorism 
and lifestyle polygraphs. And even then – the information they can access is still on a need-to-know basis. 
Also, because not all insiders are employees, the insiders in question might not be exposed to the same review 
processes. Consider contractors, temporary workers, interns, partners, customers, visitors and the like.

Because insider mitigation strategies are cross-departmental in nature, executive sponsorship is necessary for 
strategy implementation and investigation support. Before any strategy is put in place, it is critical to involve 
various stakeholders such as legal, and human resources to first determine what the disqualifying issues may 
be. Some organizations may feel that foreclosure, bankruptcy, or bad credit precludes employment - perhaps 
because the individual may act out against their employer out of financial desperation or be more susceptible 
to bribery. Other organizations might view this individual as someone that will work hard not just because they 
want to, but because they need to.

Data breach consequences

» Lost customers; Lost revenue
» Costs related to mandatory 

disclosure in 40+ States such as 
credit monitoring services and victim 
notification

» Breach investigation costs
» Public relations
» Fines
» Brand damage
» Lawsuits including class actions
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Summary
Insiders – regardless of focusing on sabotage, fraud, or sensitive data theft have two things external attackers 
don’t:  trust and access. This allows them to:

» Access more assets

» Attack more easily, quickly, and with greater stealth

» Cause a greater amount of damage

While there can be various motivations, money – even if it isn’t very much, is cited as the most common motive 
behind malicious insider activity. Criminal fundamentals also apply to insiders:

» Motive

» Opportunity

» Overcoming natural inhibitions

» Trigger

For otherwise loyal and trustworthy employees to turn, several factors are commonly in place:

» Personality or character weaknesses such as antisocial or narcissistic behavior

» Crisis – personal, financial, or career

» Absence of assistance to address the crisis

There are no silver bullets to mitigate insider threats; there are steps that can be taken to manage the risk. Strong 
hiring practices, periodic reviews, awareness at the leadership and human resources level in terms of spotting 
insider warning signs, and counseling services can all help address issues before an incident occurs. Insiders are 
most commonly discovered through tips (commonly anonymous), mistakes made by the insider over time that 
create a pattern or trail, and technical safeguards.

Insiders target sensitive data such as credit card numbers, PII or Personally Identifiable Information, and 
becoming more common every year – intellectual property, from business plans and customer lists to  
research data.

If we agree that data is valuable and data mostly resides in databases, and we also agree that most users interact 
with that data via Web applications, then prudence dictates that technical safeguards be applied at the Web 
application and database layer. Data security is the new frontline in mitigating insider threats from a technical 
perspective. To be successful the following questions need to be answered:

» Where is my sensitive data

» Who is accessing it; what are they accessing; when and how

Addressing insider threats isn’t a responsibility that rests solely on the shoulders of the information security 
department. It requires a cross-departmental approach with groups like legal and human resources involved, 
and most critically, it requires executive support to facilitate organization-wide mitigation strategies  
and investigations.

According to the 2008 Verizon Data Breach Investigation Report

» Most attacks were sourced from individuals with internal access and partners
» Payment card information accounted for 84% of breach types
» Personally Identifiable Information (PII) accounted for 32% of breach types

According to the Ponemon Institute, 2007 Study:  Cost of a Data Breach

» The overall cost of a data breach is $6.3 Million per breach
» The cost per data record stolen is $197
» 56% of breach related costs are from lost customers
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