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The Never-Ending
Saga of Insecure Software

Software security—or the lack thereof—has been a
long-standing issue. More progress is sorely needed.

BY MARCIA SAVAGE

AH, SUMMER. Time to kick back a little and enjoy the long days and warm weather. Uh,
well not so much if you’re an information security professional. There’s never any respite
from the seemingly endless stream of new software vulnerabilities and patches to apply.

Already in June, we had a bumper crop of patches from Microsoft, which coincided
with a flaw in Adobe’s Flash Player, Reader, and Acrobat products. Plus, attackers quickly
exploited a zero-day vulnerability in the Windows XP Help and Support Center compo-
nent, which was disclosed by a Google engi-

neer (and unleashed a renewed debate over TWB nty_SI X pe rce nt ran ked

responsible disclosure, a whole other topic we

won’t rehash here). Of course, the bad news Staff hO urs Spe nt on

wasn’t limited to commercial software. AT&T

made headlines for all the wrong reasons with InSta"mg patCh es or
its poor Web application security that was reme d | a-tl on as th e top

uncovered by a small security research firm

and exposed the email of thousands of iPad |mpact |nterest|ng|y, the

3G users.

The industry has preached the need for maJ 0 rlty (5 6 perc € nt)
software security and secure coding for several ran ked re p utatl on da m ag F

years now. After all, if software is designed

securely from the start, it means a lot less dU e tO breaCh es as ha\” ng
problems down the road. In the commercial : :
the biggest impact.

software realm, Microsoft certainly has made
strides in improving the security of its software,
and Adobe has seen the light with its implementation of a secure software development
process. However, Microsoft’s monthly security bulletins combined with quarterly security
patches from Oracle and Adobe continue to require labor and expense in the enterprise.

At an (ISC)’ conference on software security last month in Fremont, Calif., attendees
were asked how insecure software has impacted their organization. Twenty-six percent
ranked staff hours spent on installing patches or remediation as the top impact. Interest-
ingly, the majority (56 percent) ranked reputation damage due to breaches as having the
biggest impact.

During a panel discussion, participants raised—and quickly dumped—the notion of
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a something like a Good Housekeeping Seal for software. The general consensus:
A lab can certify a toaster oven, but issuing a safety seal for software that’s used in
so many different ways and in multiple environments is impossible.

A big part of the problem, says Max Rayner, former CTO at travel deal publisher
Travelzoo and a panelist at the (ISC)* conference, is the lack of security training for
programmers. “For decades, we’ve taught people how to code, but not necessarily
how to code securely;” he says.

The industry continues to tackle the problem of insecure software with several
initiatives, including the Building Security in Maturity Model (BSIMM), which offers
a model drawn on security practices of 30 firms, and the Software Assurance Forum for
Excellence in Code (SAFECode), which aims to advance software assurance methods.
SAFECode, which has a membership that includes Microsoft, Adobe and Symantec,
recently released a paper that provides guidance for reducing risks in the software
supply chain. (ISC)?, provider of the CISSP program, now offers a certification in
software security.

Hewlett-Packard says it’s developed a methodology for reducing the risk of secu-
rity flaws in software, which it’s used in-house for more than six years and recently
made commercially available. The idea is to perform a threat analysis of an applica-
tion’s architecture, before a single line of code is written, and save money on correc-
tions required by penetration tests and other security reviews.

The need for secure software becomes only more critical with cloud computing,
says Chris Whitener, chief security strategist for HP Secure Advantage. “If we can’t
trust some of the foundations that the cloud is built on, the whole thing starts to fall
apart,” he says.

Of course, flaw-free software isn’t possible. But with cloud computing drawing
intense interest in the enterprise and financially-motivated attackers always on the
hunt for holes to exploit, we need a laser-like focus on software security. We can’t
afford to take our eyes off the ball even during the dog days of summer.»

Marcia Savage is editor of Information Security. Send comments on this column to
feedback@infosecuritymag.com.
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VIEWPOINT

Readers respond to our commentary and articles. We welcome your comments at feedback@infosecuritymag.com.

Puzzling Formula

In the May 2010 article, “The Real Risk
Equation,” Ron Woerner describes the real risk

equation mathematically as Risk = Impact X
Probability / Cost. Maybe I am misunder-
standing his point, but this

would indicate risk is
inversely proportional to

cost, i.e., the greater the cost

the lower the risk (if he is

dividing by a larger number

the risk rating will be

lower/smaller). On the con-
trary, for most programs or

program managers, risk is

directly proportional to
cost: If a particular risk is

going to cost the company a

lot of money if it occurs, it
will probably be given a higher risk rating than
a risk that will not cost the company a lot of

money if it occurs—other things being equal.
—JEFF OWEN, director, Air Force medical information systems test bed,

Sentel Gorp.

Ron Woerner replies:

Thanks for the feedback. Your thoughts are
correct. Risk should be weighed against the
mitigation cost. While risk can be inversely
proportional to cost, it’s not always the case.
Although I've seen some
organizations think they
can spend their way to
lower risk, spending on
risk reduction follows the
law of diminishing returns.
That’s the problem I've
seen with trying to quantify
something like risk. There’s
no way to do it without
finding an exception that
breaks the rule. The equa-
tion I propose (based on
historical references) is a
tool to be considered for understanding your
risks and the costs of mitigation. I admit it’s
not perfect, but it has worked well for me.

COMING IN SEPTEMBER

2010 READERS’
CHOICE AWARDS
Information Security and
SearchSecurity.com
surveyed our readers to
determine which products
are best at protecting data
and networks. Readers
only voted on products
they had deployed in their
company so this listing
may help you plan and
simplify your information
security product buying
decisions.

PCI REFRESH

The Payment Card Industry
Data Security Standard is
the most controversial and
prescriptive information
security regulation—and it’s
due for an update in early
October. This article will
take a deep dive into PCI
and what is lacking in the
standard, such as virtualiza-
tion and cloud security guid-
ance, direction on end-to-
end encryption and how
companies can use tokeniza-

C INFORMATION SECURITY July/August 2010

tion as either a compensating
control or as a means to
comply with the standard’s
encryption and data protec-
tion directives.

MITIGATING

WEB 2.0 THREATS

The collaborative nature of
Web 2.0 has great appeal for
business from a marketing
and productivity point of
view. Companies are taking
advantage of social network-
ing sites such as Facebook

and Twitter to connect with
colleagues and customers, or
free online services such as
webmail, Google Docs, and
other collaborative platforms
to share information. CISOs
must find the balance
between security and the
business need for these
tools and enable their use

in such a way that reduces
risk. This article will look at
necessary policies and tech-
nologies that will help you
keep Web 2.0 threats at bay.
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Making the Grade

BY CHRIS McCLEAN

Measure process maturity to illustrate
how security supports the organization.

TABLE OF CONTENTS

EDITOR’S DESK

PERSPECTIVES
HOW WELL DO your colleagues in other departments understand what security does? If
executives had to grade how well you're doing as a function supporting the business,
SCAN would they know what questions to ask?
Last year, Forrester Research found that roughly half of all CISO or equivalent roles
reported directly to C-level executives, yet we still see a significant number of these indi-
SNAPSHOT viduals struggling to articulate how security supports the broad organization. Opera-

tional metrics and compliance reports reflect performance to some extent, although
the scope of these measures is limited,

CAREER ADVICE and they rarely address the interests of  \J@gguring process maturity

the business.

To meet these challenges, security ta kes the Cﬂnversatmn Out

professionals should use a framework

APT
to evaluate the process maturity of all Of the tECh n0|Ogy wo rld and
fun'ctiohns for wh%lc)lll the secur'ity organi- pre e ntS an asse Ssment Of
SECURITY SAAS zation is responsible. Measuring process
maturity takes the conversation outof — [)oyy Wel| you approach your
the technology world and presents an . c epe s
CAREERS assessment of how well you approach dlffEI’B nt I’ESDO nSIbI|ItIeS
your different responsibilities.
For example, using COBIT maturity levels, you can assess whether your incident
SPONSOR response process is 0—non-existent; 1—ad hoc; 2—repeatable; 3—defined; 4—meas-

RESOURCES ured; and 5—optimized. The details behind the score will be different for each function,
but they will all have similar characteristics. That is, to reach a level 3 you will look for
clearly defined policies and procedures, and to reach a level 4 you will need to show that
you consistently use metrics to guide decision making. It takes time to develop the unique
characteristics for each function (i.e. deciding what metrics to use for log monitoring
versus remote access controls) but it allows you to compare otherwise dissimilar areas
of security using the same scale.

To make this work, your score explanations need to be:

* Prescriptive: The characteristics required to achieve the next-higher level of

maturity should be clear and objective. An assessment should yield similar results
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regardless of who conducts it.

* Process-oriented: Even for security functions that primarily rely on technology,
you should be evaluating the process you take to choose, deploy, and monitor that
technology. Focusing too much on the products or tools used is likely to make the
assessment irrelevant in a few years’ time.

* Uncomplicated: Security organizations must constantly respond to auditors,
TABLE OF CONTENTS regulators, business partners, and other stakeholders to support different types of
assessments. A maturity assessment

should not require an extremely large The Objectwe Of a ma‘tunty

EDITOR'S DESK amount of background data or evidence.

The evaluation should be made based on assessment |IkB th |S |S tO prU'
high-level discussions and observations. V| d e 3 pl atfo rm for d |SC us S| ng
When building the framework for and demonstratmg What the

this model, it’s helpful to consider func-

SCAN tions described in standards and regula- ~ SB[ nty de pa rtment does’ he |p
tions that are core to your organization’s

control framework, although it should pla | yO ur Secu rlty roadmap,
SNAPSHOT not get down to the level of control and Sh oW that SECUFIty

assessments. In addition, it’s important

to consider the governance and over- | nve Stm e n‘ts are |e ad | ng

sight functions of the security organiza-
e— tion, which often dor’t show up in toward measurable progress.
industry standards. Those functions
APT include strategic planning, budgeting, capacity planning, skills management, and per-
formance management. Also, evaluate how well the security organization works with

PERSPECTIVES

other relevant functions, such as compliance, audit, legal, and lines of business.
SECURITY SAAS The ob)ectwfe of a maturity assc?ssment like this is to provide a platform fo.r discussing
and demonstrating what the security department does, help plan your security roadmap,
and show that security investments are leading toward measurable progress. This
CAREERS approach will not help you measure whether or not you are secure, and it does not
take into account key aspects of building a roadmap, such as risk exposure and available
budget. However, security professionals looking for a straightforward way to baseline
SPONSOR their approach to security (a.nd benchmark their program agaiflst historical assessments
RESOURCES and/or peers) should find this a valuable and worthwhile exercise.»

Chris McClean is an analyst at Forrester Research. Send comments on this column to
feedback@infosecuritymag.com. He will be speaking at Forrester’s Security Forum
September 16-17 in Boston.
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Security Response Teams
Grapple with Cloud Computing

TABLE OF CONTENTS

EDITOR'S DESK No clear answers but experts urge
organizations to proceed with caution.
PERSPECTIVES BY ROBERT WESTERVELT
SCAN UDO SCHWEIGERT, a security analyst who
runs the computer emergency readiness
team at Siemens AG, says his company is
SNAPSHOT well-versed in dealing with cloud providers

but that work remains.

The German-based technology giant
has more than 450,000 employees in 180
countries. So it wasn’t surprising that a
division in Japan contracted with one soft-

CAREER ADVICE

ware-as-a-service provider while the com-

A pany’s sales offices in Russia chose another
to suit their needs, Schweigert says.
SECURITY SAAS Siemens moved quickly to develop policies and educate business users about the
importance of data security when choosing a cloud provider. The company’s work
isn’t done, however. More policies are needed to address cloud-based infrastructure
CAREERS and platform providers, he says.
“We were lacking risk management with many of these projects,” Schweigert
says. “That’s why we’ve made it part of our corporate risk management strategy.”
SPONSOR Cloud computing was a hot topic at June’s Forum of Incident Response and

RESOURCES Security Teams (FIRST) Conference 2010, where Schweigert spoke on a panel.
FIRST attendees—many of them members of security response teams—are
wrestling with cloud computing concepts and trying to understand how cloud
computing might change the way first responders address security threats. They
didn’t get any clear-cut answers from cloud and security experts at the conference,
but one message was clear: tread carefully when moving into the cloud.
Fundamental security technologies work like they always have, but certainly
enterprises shouldn’t rely on the service provider to maintain data security, experts
say. Consequently, security professionals need to approach cloud computing matters
delicately, says Chris Hoff, director of cloud and virtualization solutions at Cisco
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Systems and a well-known speaker and blogger on cloud computing issues. Business
units see the cost savings associated with moving to the cloud, but can easily overlook
or even ignore the risk assessment, Hoff says.

“Our ability to influence those deci-

sions and have a rational conversation “Uur ablllty -to InﬂuenCB

can be very difficult sometimes,” Hoff

says. “We can’t run around and say the those dEClSlﬂnS and ha\[e d
sky is falling because we’re not going to

be taken seriously” rational conversation can he
Setting an appropriate risk posture by Very dlfflCUIt SOmETImES. We

knowing the kind of data that can reside at

cloud providers and the intellectual prop- can ,t run arou nd dan d Say
erty and other data types that need to be the Sky |S fﬂ"lng because

fully safeguarded from cybercriminals is a
good first step, says Dave Aitel, a noted We’re not gmng to be taken
security expert and chief technology officer . "
of Miami-based assessment and penetra- Serio US|y.
tion vendor Immunity. Aitel adds that the ~CHRIS HOFF, director of cloud and
assumptions people make with cloud com- virtualization solutions, Cisco Systems
puting—cost benefits and increased effi-
ciencies—are often different than the results they get.

“Attackers are always looking for opportunities to exploit that gap between the
assumptions you're making and the reality,” Aitel says.

Jose Nazario, a botnet expert and senior security researcher at Arbor Networks,
calls cloud-based services the inevitable next stage for enterprises. However, he says
security experts are still learning about the threats posed by the cloud.

“We can’t fully understand and quantify the risks and we’ve been doing this
stuff for the past 20 years,” Nazario says.>

Robert Westervelt is the news editor of SearchSecurity.com. Send comments on this article
to feedback@inforsecuritymag.com.
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SNAPSHOT

Midyear Brea(:h Report By Information Security staff

So far this year there’s been no report of a massive data breach like the Heartland
Payments Systems 2008 hack in which about 130 million credit and debit cards
were stolen, but there’s been no shortage of breaches in 2010. The Privacy Rights
Clearinghouse has tallied more than 100 breach reports so far this year, ranging from
TABLE OF CONTENTS lost laptops and stolen hard drives to hack attacks. Here are of some of the bigger
breaches from the nonprofit’s list, with the estimated number of records exposed:

EDITOR'S DESK .
1.2 million vincoln National Corp. in January notified state authorities of a vulnerability

uncovered within its portfolio management system: Users were sharing passwords and thereby
PERSPECTIVES exposing the personal information of about 1.2 million customers.

1 million BiueCross BlueShield of Tennessee reported that the theft of 57 hard drives from a
SCAN training facility last October exposed the private information of one million customers in multiple
states. The hard drives contained customers’ personal data and protected health information,

which was encoded but not encrypted.
SNAPSHOT

208,000 AvMed Health Plans announced in February that the theft of two company laptops
from its corporate offices may have compromised the personal information of some current and

CAREER ADVICE A
former subscribers.

APT 3.3 million Educational Creit Management Corporation, a guarantor of federal student
loans, reported in March that portable media with personally identifiable information on 3.3
million borrowers was stolen from its headquarters.

SECURITY SAAS
409,262 Affinity Health Plan, a New York managed care service, in April notified more than
400,000 current and former employees and others that their personal data might have been
CAREERS exposed through the loss of a digital copier hard drive that hadn't been erased.
SPONSOR
RESOURCES

It would be a mistake to
say one 0S is more secure
than another.

—-JOSH CORMAN, research director at The 451 Group,
commenting on a report that Google is phasing out the Windows
operating system for internal use due to security concerns.

OVER-
HEARD
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INFOSEC LEADERS CAREER ADVIGE

Planning Perils to Avoid

BY LEE KUSHNER AND MIKE MURRAY

Building a career plan just might lead security
professionals headfirst into some dubious challenges.

AS YOU DEVELOP your information security career plan, you are going to be challenged to honestly
assess your skills and figure out ways to develop your weak points. As you do so, you are going to be
forced to make decisions that may accelerate or hinder your pursuit. It’s important to make sure that
you avoid some potential planning hazards that could divert you from achieving your desired career
goal. Let’s look at three.

FOCUSING ON THE WRONG ELEMENTS OF A NEW ROLE

In order to achieve your career goal you are most likely going to have to pursue opportunities outside
your current work environment to gain valuable experience or build new skills. When you refer back to
your career plan, you should already have an idea of what skills are important to develop. Keep in mind,
the primary goal of switching positions is the skills, not the other things that many information security
professionals expect to come with a new position: more money and a flashier title. Many fail to recognize
the opportunity for skill development a new position will provide, or decide to accept an inferior position
that diverts them from their initial purpose for switching roles.

I’s true that additional money will make your life easier, and having a flashier title will impress your
mother-in-law, but at the end of the day these are irrelevant to long-term goals. For example, in many
cases when a company offers pay that is outside of the market for your skills, there is likely an urgency
to complete a specific task. They are hiring you exclusively for your current skills, and may not have an
interest in enabling you to build skills that are important to you.

If you are entertaining such an opportunity, it is critical to ask the new employer questions about
your career path and personal development during the interview process to help you determine if your
expectations align with your new employers’.

Titles are generally more important internally because they are not standardized across industries.
Titles could be significant if you are changing positions within the same industry, such as financial
services. Many financial services firms have standard titles, and have similar skill requirements associated
with them. For example if you were a vice president of information security at one firm, you would
not want to accept a role in another financial services firm as an associate. Conversely, you should not
have any issue in accepting a position in a non-financial services firm that has a title of manager,
director, or senior director.

Always keep in mind when you are looking for your next role that your future manager is more
likely to care more about what you accomplished than your title.

EXPECTING IMMEDIATE IMPACT FROM CAREER INVESTMENTS

In addition to developing information security skills within our work environments, we have to select
meaningful career investments to augment our professional development, such as advanced degrees,
certifications and technical and non-technical career development. Any meaningful career investment
traditionally costs a good amount of money and requires a great deal of time.

INFORMATION SECURITY July/August 2010
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It’s natural to want a quick return on our investments and our expectation is that our employer will
place a value on a credential and recognize the achievement with either a promotion or an increase in
responsibility. Unfortunately, many organizations do not recognize the value in a way that aligns with
the information security professional’s expectations. In these cases, job satisfaction will most likely
decrease and it may cause you to begin looking for another position. This is a huge mistake.

It is important to think logically about the situation and gain perspective. When you make the
decision to pursue a major career investment, the purpose should be for your long-term benefit, not
the immediate impact.

A significant career investment (such as a master’s degree) is something you will carry through-
out your career, and the benefit that you will receive from this knowledge will show up in your daily
performance. It would be logical for your company to evaluate your performance and measure your
impact to the information security function after you have achieved this credential. Hopefully, you
will be able to demonstrate to your employer specific aspects of your professional development that
will inspire them to advance your career and provide you with the type of responsibility that you
want in order to get you closer to your career goal.

Keep in mind that it’s not wrong to expect a return, however it is critical to manage the expectation
of the time it takes to create this impact.

REMAINING IN YOUR COMFORT ZONE

In assessing current skills and abilities, it is very easy to figure out what we are good at and what comes
naturally to us. It is equally difficult to come to grips with our weaknesses. However, when determining
your strategies for planning your information security career, it is more important to face our deficiencies
so that we can eliminate obstacles.

One key strategy is to attempt to leave your comfort zone and place yourself in situations that will
force you to develop new skills. Granted, this is much more challenging than sticking to what you do
best; however in order to achieve great things, you have to be prepared to accept great challenges.

For example, if I knew that my skills are in technical areas and I struggled with presentations and
public communications, I would find opportunities within the context of my position to develop pres-
entation skills. One step you could take would be to start a lunch-and-learn program to present infor-
mation security topics to your technical team on topics in an informal setting with your peers. After you
felt comfortable with this, as part of a security awareness program you could volunteer to speak in front
of internal diverse groups in a more formal matter. If you continued to improve and felt comfortable,
you could apply to present on a similar topic at a local chapter meeting at ISSA, OWASP or ISACA.

Depending on your commitment and aggressiveness, this process may last between six and 18
months. However, at the end you will have addressed this deficiency, and hopefully transformed it into
a personal strength.

STAY TRUE TO YOURSELF

Your written career plan should be utilized as a valuable guide as you make decisions regarding the
direction of your career. Keep in mind that when you are called upon to make these decisions, you are
not going to be correct all the time. In making these decisions, you should not expect perfection, and
you should not second guess yourself if these decisions do not turn out the way that you plan. As you
are faced with these choices, utilize your internal compass as a guide and focus on your desired out-
come. Whatever decisions you make, right or wrong, maximize the impact that they will have on your
career. If you do so, you should avoid any pitfall or hazard that could come your way. »

Lee Kushner is the president of L] Kushner and Associates, an information security recruitment firm, and
co-founder of InfoSecLeaders.com, an information security career content website.

Mike Murray has spent his entire career in information security and currently leads the delivery arm
of MAD Security. He is co-founder of InfoSecLeaders.com, where he writes and talks about the skills and
strategies for building a long-term career in information security.

Send comments on this column to feedback@infosecuritymag.com
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== (AND WHAT IT ISN'T)

= Think you know all you need to know about
- the advanced persistent threat? We’ll define
APT and dispel a few myths. BY RIGHARD BEJTLICH

SECURITY SAAS
THE TERM advanced persistent threat, or APT, joined the common vocabulary of

the information security profession in mid-January, when Google announced
CAREERS its intellectual property had been the victim of a targeted attack originating
from China. Google wasn’t alone; more than 30 other technology firms, defense

SPONSOR contractors and large enterprises had been penetrated by hackers using an array
RESOURCES of social engineering, targeted malware and monitoring technologies to quietly
access reams of sensitive corporate data.

Google’s public admission put a high-profile face on targeted attacks and
the lengths attackers would go to gain access to proprietary corporate and
military information. It also kicked off a spate of vendor marketing that
promised counter-APT products and services that have only served to cloud
the issue for security managers and operations people.

In this article, we’ll define APT, dispel some myths and explain what you
can do about this adversary.
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UHAT IS THE ADVANCED PERSISTENT THREAT?

The United States Air Force coined the phrase advanced persistent threat in 2006 because
teams working within the service needed a way to communicate with counterparts in the
unclassified public world. Department of Defense and intelligence community members
typically assign classified names to specific threat actors, and use the term intrusion set to
describe activities by those threat actors. If the USAF wanted to talk about a certain intru-
sion set with uncleared personnel, they could not use the classified threat actor name.
Therefore, the USAF developed the term APT as an unclassified moniker.

It is crucial to this discussion to recognize that APT is a proper noun. APT refers
to specific threat actors; APT does not refer to vaguely unknown and shadowy Internet
forces. The term is most frequently applied to distinct groups operating from the Asia-
Pacific region. Those knowledgeable about APT activities can conduct an honest debate
as to whether the term should be used to refer ONLY to certain Asia-Pacific actors, or if
it can be expanded as a general classifier. In other words, if adversaries in Eastern Europe
operate using the same tools, tactics, and procedures as traditional APT, should these
actors also bear the APT label?

The answer to this question depends on the person asking it. An information security
practitioner in a private organization will typically not care if the threat actors attacking
an enterprise originate in the Asia-Pacific or Eastern European regions. The reason is that
the practitioner will likely take the same defensive actions regardless of the location or
nationality of the adversary.

However, someone with the legal and/or national security authority to apply diplomatic,
intelligence, military or economic (DIME) pressure would certainly want to identify the
origin of an attack. For the purposes of this article, aimed at information security practi-
tioners, it is not necessary to answer the “who” question definitively. However, those who
do have elements of DIME power should take attribution statements by Google and other
victims seriously.

Most of those actively countering APT activity describe the adversary in the following
manner:

dvanced means the adversary can operate in the full spectrum of computer

intrusion. They can use the most pedestrian publicly available exploit against

a well-known vulnerability, or they can elevate their game to research new
vulnerabilities and develop custom exploits, depending on the target’s posture.

ersistent means the adversary is formally tasked to accomplish a mission. They

are not opportunistic intruders. Like an intelligence unit, they receive directives

and work to satisfy their masters. Persistent does not necessarily mean they need
to constantly execute malicious code on victim computers. Rather, they maintain the level
of interaction needed to execute their objectives.

hreat means the adversary is not a piece of mindless code. The opposition is a

threat because it is organized and funded and motivated. Some people speak

of multiple “groups” consisting of dedicated “crews” with various missions.

In brief, APT is an adversary who conducts offensive digital operations (called com-
puter network operations or perhaps computer network exploitation) to support various
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state-related objectives. APT is characterized by devotion to maintaining some degree
of control of a target’s computer infrastructure, acting persistently to preserve or regain
control and access. Unclassified briefings by counter-intelligence and military analysts
use the term “aggressive” to emphasize the degree to which APT pursues these objectives
against a variety of government, military, and private targets.

WHY IS ADVANCED PERSISTENT THREAT MISUNDERSTOO0D?

Beginning in January and peaking in February and March, many elements of the digital
security community focused their attention on APT. Unfortunately, some of those speaking
about the problem quickly found themselves echoing statements and questionable research
offered by parties who were not familiar with APT. Several factors contributed to an overall
sense of confusion, with some of the more trustworthy voices competing with parties who
would have been better advised to stay in the background.

Several factors caused this phenomenon:

* Besides Google’s public statement, and subsequent secondhand reporting about
allegedly affected peer companies, very little original data was available. Without details to
discuss, the security community turned to almost anyone willing to talk about the incident.
In too many cases, the speakers turned out to be vendors who saw APT as a marketing
angle to rejuvenate slumping security spending. RSA Conference 2010 featured many com-
panies selling counter-APT products, hoping to capitalize on the new hot topic of 2010.

+ McAfee reported it was analyzing malware that it claimed to be associated with the
Google incident, independently assigning the name “Aurora” to the affair thanks to a path
found in the malware. In late March, McAfee blamed “the fog of war” for mistakenly con-
fusing a Vietnamese-targeted botnet with Google incident malware. Unfortunately, by
associating this false lead with the Google incident, McAfee prompted a variety of security
researchers to direct their efforts on code that likely had nothing to do with the Google
incident.

+ Many analysts too narrowly focused on the elements of the incident that they
could best understand, regardless of the real nature of the event. For example, companies
specializing in botnet research assumed botnets were involved, and talked about the
Google incident in those terms. Others who focus on identifying vulnerabilities and
developing exploits, concentrated on a flaw in Internet Explorer (patched by MS10-002)
presumably leveraged by intruders to gain access to Google resources. Unfortunately,
botnets have nothing to do with APT, and vulnerabilities, exploits, and malware are
only elements of APT incidents—not the core feature of them.

IS APT NEW?

When the Google attack entered the public arena, many people wondered if APT was
something new. The answer to this question depends on one’s perspective, plus under-
standing some history. As mentioned earlier, the term APT is approximately 4 years old.

It entered the common lexicon in early 2010 with the publicity garnered by Google’s bold
proclamation. However, consulting companies, particularly Mandiant have been conducting
public webcasts and presentations discussing APT by name since 2008.
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Prior to the 2006 invention of the APT term, news stories of Chinese intruders attacking
military and government organizations bore the label “Titan Rain.” For example, a 2005
Time magazine article by Nathan Thornburgh titled “The Invasion of the Chinese Cyber-
spies” described battles fought by Shawn Carpenter, then defending Sandia National Labo-
ratories. That story mentioned Carpenter’s experience with similar intruders dating back
to late 2003. Even in 1998, when I served as a captain in the Air Force Computer Emergency
Response Team, we encountered adversaries that many would now label APT.

Some would even argue that nothing about APT is new. To the extent that espionage is
as old as warfare itself, some claim APT activity is just spying another form—and not even
a new medium, given the history of computer espionage dating from Clift Stoll’s work in
the 1980s.

I argue that APT is new if those asking the question move beyond two-dimensional
thinking. Considering APT activity in terms of offender, defender, means, motive, and
opportunity, APT is clearly new. Points for the “old” camp include the identity of the
offender (nation-states) and the motive (espionage). Points for the “new” camp make
a stronger argument:

Defender: [ break APT targets into four phases: 1) late 1990s - military victims; 2)
2000-2004 - non-military government victims; 3) 2005-2009 - defense industrial base; 4)
2009-present - intellectual property-rich targets and software companies. (Unfortunately
there are clear examples of earlier victims, but these dates roughly cover most known
cases.) The assault conducted during phases 3 and 4 is unprecedented, meaning entirely
new classes of defenders must protect themselves from attackers previously a concern for
the military.

Means: Too many critics focus on malware, ignoring (or being unaware) of the

APT Impact

Analysts currently assess APT activities as supporting four main goals.

* Political objectives such as maintaining internal stability.

 Economic objectives that rely on stealing intellectual property from victims. Such IP can be cloned and sold, studied and
underbid in competitive dealings, or fused with local research to produce new products and services more cheaply
than the victims.

« Technical objectives that further their ability to accomplish their mission. These include gaining access to source code
for further exploit development, or learning how defenses work in order to better evade or disrupt them. Most worryingly
is the thought that intruders could make changes to improve their position and weaken the victim.

« Military objectives that include identifying weaknesses that allow inferior military forces to defeat superior military forces.
—RICHARD BEJTLICH
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impressive management and administration applied to repeatedly attempting to access, or
preserving access to target organizations. APT incidents are not hit-and-run, smash-and-
grab affairs.

Opportunity: The explosion of Internet connectivity in the last decade and the extreme
distribution of sensitive data to end points provides cheap, low-risk, remote access options
for intruders, unlike anything available to human spies.

On balance, I argue APT is new, at least when considered from the perspective of non-
military targets, and remembering that phase 3 APT activity began in 2003 and became a
significant problem in 2005.

The majority of this article has focused on describing APT and its history, because battling
this adversary does not require a technical solution. The most effective counter-APT weapon
is a trained and knowledgeable information security analyst. Many security vendors have
adopted APT in their marketing literature. Some offer to find APT on a potential victim’s
network. Others have even registered APT-themed domain names.

Tools are always helpful, but the best advice I can provide is to educate business leaders
about the threat so that they support organizational security programs conducted by com-
petent and informed staff.

A second question one is likely to ask follows: How do I know if I am an APT target?
Contact your local Federal Bureau of Investigation office. One of the biggest game-changers
in counter-APT awareness developed during the last several years is taking the form of
visits by FBI and military or counter-intelligence specialists to potential victims. It’s diffi-
cult to deny a security breach when representatives from a national security agency reveal
excerpts from proprietary data or intellectual property and ask “does this data belong to you?”
If you have not already engaged your organization’s leaders in a counter-APT conversation,
requesting a threat briefing from the local FBI office is an excellent way to promote mana-
gerial attention.

On a technical level, building visibility in to one’s organization will provide the situa-
tional awareness to have a chance to discover and hopefully frustrate APT activities. With-
out information from the network, hosts, logs, and other sources, even the most skilled
analyst is helpless. Thankfully, obtaining such information is not a new challenge, and
most security shops should be pursuing such programs already. The goal of counter-APT
operations should be to make it as difficult as possible for the adversary to steal intellectual
property; “increasing the cost per megabyte,” to quote the NSA’s Tony Sager, is the goal.»

Richard Bejtlich is director of incident response for General Electric, and serves as principal
technologist for GE’s Global Infrastructure Services division. Send comments on this article to
feedback@infosecuritymag.com.
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SECURITY THREATS and vulnerabilities have exploded in recent years. Attackers are more
sophisticated and focused on information that has tangible value. The result for many
APT organizations worldwide is an outpouring of time and money on security that never
seems to slow down.
Sound familiar? If so, you're not alone. Organizations everywhere have gotten caught up
SECURITY SAAS in what many see as a security arms race. An ongoing investment in security technologies
means constant maintenance and upgrades across multiple tools to stay current with the
threat landscape—regardless whether or not this supports the strategic priorities of the
CAREERS business. More than a few wonder if there isn’t a better way to manage this investment
more intelligently.
For many, the answer is the increasingly popular alternative of security software-as-a-
SPONSOR service (SaaS). Software hosted by a third-party service provider has become well estab-

RESOURCES lished for business applications, but security Saa$ is different. While any SaaS$ offering may
offer functionality to enhance security such as access control or secure connectivity, security
SaaS exists primarily to support security. Examples include hosted message security and
filtration (the expansion of “anti-spam” to include antivirus, anti-malware, and other
capabilities such as anti-phishing), vulnerability assessment, Web browsing security,
identity management delivered as SaaS for other SaaS services—and the list keeps growing.
There’s something else that stands out about security SaaS: Some organizations have
long been reluctant to outsource one of the most sensitive functions in IT, but today
many are embracing security SaaS. What are the benefits that are leading enterprises as
well as small- to medium-sized businesses (SMBs) to turn to hosted security technology?
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And what are the factors organizations should weigh before making security Saa$ a part
of their strategy? We’ll examine these issues and provide strategic guidance for organizations
considering the Saa$S option for security.

The SaaS Advantage

If the primary value of security SaaS could be reduced to a single word, it would be “relief.”
With a Saa$ approach, a third-party service provider takes on responsibility for the mainte-
nance of the technology investment. In exchange for a regular, recurring fee, the customer
gains readily adopted access to technology that is kept up-to-date with little or no customer
action required. For the enterprise, it means expanding the reach of security management
and outsourcing many of its complexities that free up resources for more strategic priorities.
For small- to medium-sized businesses (SMBs), it puts a higher level of capability within
their grasp.

Ease of Adoption

In Enterprise Management Associates’ 2010 survey of security SaaS users, large enterprises
and SMBs alike saw improved access to capability with easy adoption as the greatest
benefit. In many cases, there is little or nothing for the customer to deploy; they simply
enable the service. For message filtration, service activation amounts to adding another
relay to the mail system. The same is largely true for adding inline Web proxies for safe
browsing services. For vulnerability assessment, the capability can be used on-demand.
The relatively straightforward adoption of offerings like message filtration has led to
more than a few comparisons with utilities that are simply “switched on”—and a revival
of some of the old arguments in favor of what was once called “utility computing.” Those
considering security SaaS should, however, note that not all hosted security services are
created equal in this respect. Readily externalized services such as message filtration may
be more easily adopted than the outsourcing of deeply integrated technology on which
the business has a critical dependency, such as access management for internal resources.
User accounts still have to be provisioned, and may require synchronization with existing
accounts.

Shifting the Maintenance Burden

Once the service is activated, ongoing maintenance becomes the responsibility of the
service provider. This shifts the burden of capital investment and maintenance costs to

a third party under contract. Capital investments in security products that in the past
may have been unpredictable and sometimes challenging to justify in light of their initial
costs are shifted over to the operations side of the balance sheet. Barriers to acquiring
new security technologies are sharply reduced or eliminated at the cost of a regular and
more predictable subscription.

The transparency of technology maintenance enabled by the SaaS model has high
appeal. Says one customer of a vulnerability assessment Saa$ offering from Qualys: “We
began with this provider at version three of their service. Today, we’re at version seven,
and we didn’t have to do a thing. We also got PCI capability added to this service without
having to lift a finger—it just showed up. You can’t imagine how happy we are.”
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Advice from the Frontlines

Service providers and their customers say a phased approach
is best when adopting security SaaS.

AS TODAY'S PROVIDERS and customers hammer out the answers to the challenges presented by security SaaS, they are
defining how to make the most of the hosted opportunity. What do these early participants in this still-emerging domain
recommend to those considering security SaaS?

Saa$S providers and customers alike recommend adopting security Saa$ in stages wherever it makes sense to do so; they
often suggest beginning with services that are most readily adopted. In the enterprise, initial deployments should be con-
tained if possible, limiting impact on critical business applications or risks of exposing the most sensitive information where
able. This allows the customer to become familiar with how the provider approaches such issues as SLAs, performance
expectations, data confidentiality, and divisions of responsibilities between the provider and the customer.

Such an approach is not always possible when the need outweighs adoption risks. This may be particularly true among
SMBs, who may need to outsource a wider scope of functionality. If starting with a limited approach is not feasible, refer-
ence customers can help the new client develop a feel for how the service may impact its users, as well as the vital
resources or processes it touches. They can also help new customers learn how to make the most of the service, and share
experience in working with the provider.

Having a broader potential use case in mind is another way to approach a phased adoption of security SaaS. Terry Wyatt,
corporate security officer at a leading health care technology company, says the organization had the eventual integration
of vulnerability remediation in view when it first considered Hewlett-Packard’s vulnerability assessment SaaS for Web appli-
cations. In phase one of the adoption, the service was used only by the security team to become familiar with its use and
its impact on the organization. In phase two, the outcomes of assessments were first made available to development teams
to familiarize them with the new tool for identifying security issues requiring remediation.

By phase three, developers had become sufficiently familiar with the service to initiate assessments themselves, freeing
the security team for other important priorities. According to Wyatt, this not only made the most strategic use of limited
resources, it also achieved an important objective by breaking down silos of technology and culture to foster a more effec-
tive approach to security management.» ~SCOTT CRAWFORD

Enterprise Benefits

Scalability and rapid adaptability are other advantages of security Saa$ for large or highly
distributed organizations. “Adding capability without having to add a dozen or more secu-
rity engineers just to use it is a definite benefit for us,” says Ed Bellis, CISO for an online
travel company that uses a hosted email security service from Postini (now owned by
Google) and hosted vulnerability assessment services from Qualys and WhiteHat Security.
When the service provider adapts to new or emerging issues such as newly disclosed
vulnerabilities or threats, it is that much less for enterprise security teams to manage.
Another enterprise benefit of the SaaS model is that some hosted tools can be accessed
from virtually anywhere, by any aspect of the customer’s organization. Hosted message
filtration services can centralize email security across a global organization, improving
consistency in accounting as well as defense while providing universal access to the service
regardless of location. Vulnerability assessment SaaS enables a global business to cover a
wider scope of applications worldwide. One major technology vendor uses this approach to
identify issues that require further investigation with onsite tools and expertise, allowing it
to better allocate precious security resources where most needed. The scalability essential to
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a successful Saa$ offering further enhances the value of this approach to the enterprise.
In effect, the customer “rents” not just the provider’s technology, but the capabilities of
its data centers as well.

The wide accessibility of a hosted service has been particularly valuable to Terry Wyatt,
corporate security officer at a leading health care technology company that uses Hewlett-
Packard’s vulnerability assessment SaaS for Web applications. “We don’t have to engineer
some complex architecture in order to enable access to findings from an internal tool
across all our development teams,” Wyatt says. “Each team gets its own portal to the hosted
TABLE OF CONTENTS service, where they can find the results they need. Simply outputting results in a PDF
report meant for auditors just doesn’t cut it for remediation.” This approach has played
a key role in helping this organization foster more efficient and effective processes for
EDITOR’S DESK vulnerability management.

SMB Opportunities | knew that traﬁﬂmna}
PERSPECTIVES Because the provider can distribute its appmaChES tO Sin g | e-Sli g n-
costs across tens, hundreds or thousands on were |Ike|y tO be -I:OO

of customers, a SaaS model can offer “enter-

SCAN prise-class” security capability to the small- exp en S|Ve a nd | nvo |Ved t[]

est organization—and it can do so at the

predictable cost of a subscription. For ConSIder USl ng d read | |y
SMBs, this does more than relieve prohibi- d e p | Oyed S 2a S Uff e rl n g

tive initial investment costs and ongoing

maintenance burdens; it gives them access ena b | Ed us n [)t on |y t(] o ”
to technologies that might otherwise be

beyond their reach. out single-sign-on to third
APT The SaaS model has helped smaller party ser\”ces’ It also allows

organizations embrace technologies such

as singlf:—sign-(')n for third-party servic.es— us tU maSh up aUthentICHth
something typically seen as an enterprise- se I‘VI ces at th P bl’ owse r.u

SNAPSHOT

CAREER ADVICE

SECURITY SAAS level technology project. Lincoln Cannon,
director of Web systems for Merit Medical ~LINCOLN CANNON, Web systems director, Merit Medical
Systems, a 1,500-employee medical device
CAREERS company, was able to use identity management SaaS from Symplified to extend internal
single-sign-on to other third-party SaaS resources for office productivity applications
and training.
Rggusnggs “I knew that traditional approaches to single-sign-on were likely to be too expensive

and involved to consider. Using a readily deployed SaaS offering enabled us not only to
roll out single-sign-on to third party services, it also allows us to mash up authenticated
services at the browser,” Cannon says. “Now, when we make changes to documents in our
SaaS office suite, they are reflected automatically in our Saa$ training service through
single-sign-on, relieving us of the need to create documents in one service and upload
them to another in separate steps.”

Not surprisingly, security SaaS adoption is growing substantially among SMBs. In
EMA’s 2010 survey of security Saa$S customers, responses from organizations having
fewer than 2,500 employees were compared to those from larger organizations. While a
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majority of all respondents (57 percent) indicated their use of SaaS would expand this
year, the percentage of SMBs saying their use would grow significantly was five times
greater than that of large enterprises (25 percent versus 5 percent).

The Challenges

With all these positive values, why isn’t security SaaS transforming security management
wholesale? For starters, the broader security SaaS landscape is still taking shape, with a
mix of technologies and players both old and new.

This means that vendors and early adopters alike are still defining the optimal balance
between what providers offer and what customers demand. Prospective users will want to
consider these factors carefully, since the more they ask of their providers, the greater the
likelihood that providers will pass the added costs along to the customer, which may put
the cost advantages of Saa$ at risk. This is no small concern: In EMA’s survey of current
and former security Saa$ users, unmet expectations of cost reduction was the number
one reason for dropping a service: 63 percent of those who either quit or reduced their
use of Saa$ did so because it didn’t reduce costs or in some cases, actually increased costs.

Growing Pains ~ “Some service provider
The youth of the security SaaS market is ContraCtS declare Va|UBS

itself a factor: Some offerings such as mes-

sage filtration have been around for years; for |OSS or exp osure that

others are just emerging. Well-proven

services may be adopted with higher confi- are Su bStantIa||y |0WBI’ than

dence than those whose impact may not
yet be fully known. “We have yet to apply th € actual Val Uue Of the data'

the service to a wider scope of our sites, They dun’t understand that

because we want to make sure it won’t tip

over critical applications,” says one user of |f th By haVB an m C | d e nt,
vulnerability assessment SaaS who, though we may n Ut reco up our

pleased with the service so far, is taking a
cautious approach to developing a thorough da m ag es .”
understanding of its impact. ) ) )

The youthgo f some Saa$ offerings is also -RANDALL GAMBY, enterprise security architect
evident in the service provider’s approach to issues such as sensitive data protection. “Some
service provider contracts declare values for loss or exposure that are substantially lower
than the actual value of the data,” says Randall Gamby, an enterprise security architect for a
Fortune 500 insurance and finance company. “They don’t understand that if they have an
incident, we may not recoup our damages.”

If the service fills a gap better than anything else, these factors may matter little to the
business with a keenly felt need. Regardless, prospective customers will want to learn as
much as they can about how service providers address the risks of new services. If the
provider has relatively few customers, how significant is the customer’s need in light of the
provider’s capability and its stability as a business? How flexible is an emerging provider
willing to be to win business? If it has an established customer base, what do others say
about the service? Does it have any key partnerships with other preferred suppliers? How
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do these factors influence the provider’s long-term prospects?

Adoption Complications

While some security SaaS offerings like message filtration and vulnerability assessment
are readily externalized and have limited impact on internal resources and infrastructure,
others are not. Security services that are more deeply integrated with internal resources,
or those where the service becomes critical to the customer’s business, are more compli-
cated to implement. Providers must offer adequate assurance of availability and perform-
ance in these cases. The security of the service itself may be a factor, but in some cases
this can be addressed with approaches such as those that blend an on-premises interface
with external services to give the customer greater control.

Identity management delivered as Saa$, such as the Symplified service Merit Medical
Systems uses to extend single-sign-on, offers one such example. Providers in this space
are aware that many organizations will be reluctant to expose sensitive internal access
credentials to public networks. To solve this problem, they may place an interface (either
software or an appliance) at the boundary between the customer’s premises and access to
the Saa$ offering. This helps to abstract credentials and secure the customer’s link with
the service, thereby enhancing protection. Some may refer to this as a “hybrid” approach
but that term has potential for abuse, particularly among vendors who simply add capa-
bilities such as remote management to on-premises products in order to capitalize on the
“security as a service” trend.

And there are other considerations where adoption may be less straightforward than
simply flipping a switch. For example, does the provider require customers to maintain sep-
arate user accounts just for the service, or can they be synchronized with existing accounts?
Would a service interruption be “business critical,” or can outages or other disruptions be
tolerated? SaaS providers know their customers have these concerns, and some are prepared
to answer—where they can. Regardless, those exploring security SaaS will need to under-
stand the various ways in which moving to Saa$ can affect their organization.

Service Level Agreements

This brings up the subject of the service level agreement (SLA). Adopters must remember
that in exchange for the advantages of outsourcing technology management, the customer
gives up a measure of direct control. Should the service be interrupted, compromised, or
otherwise fail to deliver as expected, who has responsibility for what?

Providers recognize that customers need assurance that the service will fulfill expecta-
tions, but customers need to be clear on what really matters in an agreement. For example,
if the customer has compliance or policy obligations to secure sensitive data or make infor-
mation available in response to an e-discovery demand, how does this affect the service
provider? What standards or regulatory requirements does the customer adhere to and
are they compatible with the provider’s existing practices? How much visibility does the
customer have—or want—into how the service provider meets expectations? What about
disaster recovery and business continuity? And what assurances can the provider offer to
make good on its commitments?

Other SLA factors may enter into play should the customer choose to leave the service.
Can the customer take any relevant configuration data, activity logs, or other meaningful
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management information to a competitor? When data sensitivity is a factor, does
the provider commit to secure erasure after service ends—or for that matter, when-
ever the data is no longer needed? If so, to what extent (if any) can the customer
verify? Does the service offer any alternatives that would relieve or eliminate the
need for secure erasure in such cases, such as helping the customer to mask, tokenize
or encrypt sensitive information?

Prospective customers should remember Prn\” d ers Wh 0 Offer

that just because a Saa$S application is

designed to meet the needs ofa wide variety affﬂ rda b | e yet ed | |St| C
of users, that doesn’t necessarily mean that assurances agal nSt th P

the service can’t be tailored to meet specific

requirements. But they should also remem- nSkS Of 0 UtSO urc | ng W| ”

ber that this likely comes at a cost. Providers

who offer affordable yet realistic assurances | | kB |y be Fec Og n IZBd by
against the risks of outsourcing will likely cu StO Mers as b e | n g more

be recognized by customers as being more

responsive to their needs, giving the responswe t[] then‘ needs’

provider an edge in an emerging field

where many already see high value. g|V|ng the prOVIder dn edge
in an emerging field where
Where will the security Saa$S trend lead? many already See hlgh Va|UE

Looking Ahead

Will it transform IT security technology

as we know it today? In some cases, it’s easy to imagine where vendors may go next.
Antivirus vendors already offer products as well as hosted services that provide
inline protection for email and messaging systems. They also provide signature
updates to their antivirus products as a service. Not surprisingly, some AV vendors
have recently moved to extend their services even further, with antivirus and anti-
malware coverage for endpoints delivered as SaaS. Data loss prevention (DLP)
effectively complements inbound message filtration with outbound control, so

its deployment as SaaS may not be far off. Encryption services could complement
hosted DLP, broadening the scope of data security offered as a service.

In other cases, it may be difficult to imagine outsourcing more sensitive func-
tionality to a third party, but consider where security services have already made
inroads. Deeply integrated technologies such as security information and event
management (SIEM) take input from security tools throughout the enterprise, but
event management and incident response are already part of the managed security
services (MSS) landscape. Can the deployment of the underlying technology as a
service in its own right be far behind?

This illustrates how security Saas$ is itself part of a larger spectrum of “security
as a service.” In a certain light, SaaS could be seen as a form of a managed service,
since the customer effectively outsources the maintenance of the technology to the
service provider. This is something to consider when SaaS may not yet be the right
answer for a certain need today. Outsourcing deeply integrated security infrastructure
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may not yet lend itself to a SaaS model but that may change if or when trends such
as cloud computing take hold. Until then, prospective customers should bear in
mind that managed security services can help fill the gap between the outsourcing
of technology and the outsourcing of the expertise needed to optimize on-premises
efforts.

As the value of security SaaS continues to emerge, and answers to customer
questions and concerns unfold, its true potential will become clearer. A number of
both established and emerging vendors —and more than a few customers—already
see it as playing a decisive role in shaping the future of IT security. In the EMA sur-
vey, the majority of today’s adopters (59 percent) see security SaaS as more strategic
than tactical. They see it as expanding capability and shaping their strategy rather
than simply filling operational gaps.

The promise security Saa$S offers for eliminating some of the most onerous
headaches of security management and freeing customers to tackle more strategic
priorities is not lost on these early adopters—nor is it lost on vendors staking their
future on its potential.»

Scott Crawford, CISSP, CISM, is managing research director of the security and risk management
practice at Enterprise Management Associates (EMA), an IT industry analyst and consulting firm.
Send comments on this article to feedback@infosecuritymag.com.
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as a CISO, they generally create a job description. Most standard job descriptions contain
a detailed list of skills, experiences and certifications needed to be considered for a specific
role. The more advanced the position, the more detailed the list. At face value, the resumes
of many senior information security professionals are able to match job requirements that
are outlined in standard CISO or information security leader positions. However, while it
may be easy for many experienced information security professionals to believe they have
the credentials to qualify for senior roles, many fall short.

The primary reason is not due to experience or certifications, but due to a blend of
tangible and intangible skills that cannot exclusively be found on resumes.
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As we look into the future and enterprises ingrain security into the corporate
culture, competition for these positions will be increasingly difficult. Information
security professionals are going to have to spend more time differentiating them-
selves from their peers. Instead of being concerned with building their resumes,
information security professionals are going to have to focus on the development
of their personal skill matrix to provide them with a better chance to be chosen
for these roles.

TABLE OF CONTENTS

UWHAT IS AN SECURITY CAREER SKILL MATRIX?

An information security professional’s skill matrix is defined as the connection
and correlation between skills, experience, education and personal qualities that
are utilized in his or her career. While it is true that many information security

EDITOR’S DESK

professionals have had similar work experiences (that often result in indistinguish-

PERSPECTIVES able resumes), a skill matrix is personal and unique.
As it relates to one’s skill matrix, your . . .
professional success as information security An Infu rmation secu rlty
SCAN professionals is predicated by two factors: pr0fESSIO na | ’ S Sk| | | m atrix
First is the ability to connect and correlate . . .
SNAPSHOT these elements to equal a sum greater than IS dBfI HEd as th e connection

fhe separate parts. The abilty fo eflectvely ang correlation between skills,
in xperiences and credentials will ) i

generally enable information security eXp erience , B d ucation an d
professionals to separate themselves from "

others who share similar experiences, but pe rson al q u al Itl es that are

have not figured out how to maximize and u’u“zed |n h|S or her career.

CAREER ADVICE

APT leverage their value.
A good example of this would be information security professionals who go
back to school to get an advanced degree, and expect to have their career accelerated
SECURITY SAAS on the basis of attaining the certification alone. The knowledge received in the
advanced degree is one element of the equation, but the real impact lies in the
application of this new knowledge. The real value is in the utilization of these new
CAREERS learned skills to make the information security program more efficient and effective.
It is these specific results that would create more professional opportunity and warrant
a promotion.
Rggusnggs The second would be the ability to articulate and communicate the value and

application of your information security skill matrix to others who may be in a
position to accelerate your career. These can consist of your current employer,
future employers, your peers and your social networks. For example, no one could
argue that a CISSP is a meaningful information security certification, however its
value increases substantially when you can articulate how you utilize the specific
knowledge regularly either in the course of your current position or when inter-
viewing for a new one. The certification may have value to some people just because
you have it—for them, it signals your interest and commitment to the profession
and your desire to obtain a base level of knowledge within the certification. However,
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the true value of the certification to your employers (or potential employers) is a
direct reflection of what you are able to do for them. Your ability to communicate
that value is one of the fundamental differentiators that you have.

FOUR SKILL CATEGORIES FOR YOUR MATRIX

From the inception of the industry, it has been commonly stated that effective
information security leaders can be successful if they have an understanding of
people, process and technology. Without question, this is a solid foundation for
information security professionals to build their career, however as the industry
has developed over time, we have a responsibility to evolve with it.

Today’s information security leaders are faced with many of the same issues as
past leaders, however there is no question that there is increased intensity, scrutiny
and visibility on their actions and performance.

The internal and external threats facing corporate information security organi-
zations are much more diverse, the standards and regulations are more complex, the
media has made the impact of a security incident much more severe, and executive
management is less patient and much less tolerant. As we look to the future, these
factors will continue to intensify, making it necessary for information security
leaders of the future to develop a greater arsenal of skills that will enable them to
effectively lead their organizations as they address the information security and
information risk management issues facing them.

Theses skills will fall into four primary categories:

1. A greater knowledge of technology’s impact on the organization

2. Better business acumen specifically as it relates to the business operations

that they are attempting to secure

3. Leadership in all forms (team leadership, organizational leadership and

industry leadership)

4. A consistent commitment to their professional development that will

enable them to maximize their talents.

There are many information security professionals who believe that the only way
to be effective in the role of information security leader is to be respected by senior
executive management (the C-suite) and to be viewed as equal team member. While
a statement like this holds a great deal of merit, it could be applied to any other mem-
ber of the executive team as well. At all levels of an organization, respect among one’s
peer group is earned and is not an entitlement. As you move closer to the top of the
organization, this becomes a greater challenge.

One of the primary reasons information security professionals have fallen short
of earning the respect they would like, is because they have been benchmarking
their skills against the wrong group of people. Many information security leaders
believe that since they are recognized and respected among their security peers,
they would automatically be respected by leaders in other corporate functions.

But because information security is relatively new and viewed as a cost center and
sometimes a business inhibitor, many are reluctant to welcome security leaders as
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peers. Also, many other executives do not believe that the information security
leader has had to go through the same professional gauntlet they had to endure to
rise to the top of their profession.

If information security professionals hope to be effective at the C-level, they are
going to have to demonstrate the same mastery of these skills and display the same
level of competence as their peers on the executive team. The best way to convince
them that you, the information security leader, deserves the respect and attention will
be to develop the technical skills of a CIO, the business acumen of a COO, the leader-
ship skills of a CEO, and underscore it with a demonstrated commitment to profes-
sional development that is consistent with the new peer group.

KEEP THOSE TECHNOLOGY CHOPS

Many information security professionals enter their careers with a strong foundation
in technology. Whether this talent is gleaned from their home-grown computer labs
or from computer science curricula at universities, this level of core understanding
has long been a building block for a successful career. As technology has evolved
over the past decade, it has created the need for information security professionals
to acquire a broader understanding of net-
works, applications, wireless technologies,

operating systems and software develop- I nfU rmatl on secu rlty lead ers
ment. Many information security profes- of the future are gmng to be

sionals have utilized these experiences to

learn more about integrated information entermg thelr r0|es at a cross-
security concepts, including identity and ro ads, Where the WUI’kaI’GE W| ”

access management, securing the software

development lifecycle, data protection, be mu Ch more com p Uter Savvy
security event management and many q nd h ave hlgher exp P Ctat| ons

others. Although these skills enable infor-

mation security professionals to display f[]r avallablllty, ﬂEXIblIIty
their knowledge of the security ecosystem, an d 4CCESS

they are limiting when you compare them :
to security concerns affecting the business.

Information security leaders of the future are going to be entering their roles
at a crossroads, where the workforce will be much more computer savvy and have
higher expectations for availability, flexibility and access.

Information security professionals are going to have to be able to exhibit to their
employers their understanding of broader technological trends that could have an
increasing impact on the company’s ability to do business and reach their customers
in a secure manner. For example, in today’s business environment, many organizations
view cloud computing as a viable technology strategy, however the security implications
have limited its acceptance and adaptation.

The information security leader of the future is going to be required to have a
deeper understanding of these technologies and also be able to help foreshadow their
impact on the enterprises that he or she is chartered to secure. It will be important
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for information security leaders to leverage their knowledge of these broader tech-
nologies in order to inspire the necessary confidence in leading their organizations
into the future.

UNDERSTANDING SECURITY’S ROLE IN THE BUSINESS

If you were to define the core responsibility of an information security leader in one
catchphrase, the response would be “to secure the business.” Although this is the
correct answer to the question, the answer becomes quite broad and only proves to
be effective when the information security leader has the requisite knowledge of the
company’s products, services, and industry in order to do so.

Most information security leaders of

today believe that they do this well, however We W|" ultlmately need to

many business executives would disagree

with that statement. The reason is that busi- bec ome better Ed u Cated on
ness leaders have such intricate knowledge th B bu S| ness | ssues th at our

of how their company operates, that infor-

mation security leaders generally do not Orgamzatmns face’ and be better

measure up to their expectations. This

presents the biggest challenge for informa- prepared to address them Wlth I n

tion security leaders of the future. As a the context of our role and

group, you are going to have to become more .
atuned to the company’s business. If we work the SUIUtlUnS that We Offel’
in financial services, we are going to have to
think like bankers. If we work in health care, we are going to have to think like doctors.

We will ultimately need to become better educated on the business issues that
our organizations face, and be better prepared to address them within the context
of our role and the solutions that we offer. We will need to read the same articles,
attend the same conferences and join the same social networks as the business leaders.
As we do this, we will become more knowledgeable of the business that we are try-
ing to secure. This knowledge will provide us with the necessary confidence to have
more meaningful conversations and make more impactful suggestions to our coun-
terparts. As we demonstrate our effectiveness, our peers will include us more in key
business decisions and our opinions will become more valued.

Through this new developed trust, we will be able to become more effective in
our information security leadership roles. We will gain better knowledge on specific
threats facing our businesses and understanding of the impact of regulations facing
our industry. We will increasingly learn more about our business ecosystem (partners,
suppliers and customers) and the security concerns that are associated with these
relationships. In addition, as our companies begin to increasingly integrate technology
into their sales and marketing strategies, we will become a resident expert in under-
standing the security and privacy implications of deploying these tactics.

In the future, we will no longer be able to think like information security profes-
sionals who understand business, but we will have to think like business people who
understand security.
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EFFECTIVE LEADERSHIP IN ALL FORMS

While many people refer to the highest ranking information security professional
in an organizations as either the CISO or CSO, this is not necessarily accurate.

The “officer” title in a traditional corporate function comes with inherent duties,
responsibilities and obligations. Although many information security professionals
have elected to assume a title that ends with the word officer, their positions may
not be recognized in the same fashion as others who hold this similar title.

Independent of the official title that accompanies the highest ranking information
security professional, the one thing that remains constant is the fact that they are the
leader of the information security function, and the success of the company’s infor-
mation security program can be directly correlated to their effectiveness as a leader.
For this reason, information security professionals are going to have to develop their
leadership skills and demonstrate them on a regular basis to all that they encounter.

When information security professionals begin to look at their leadership skills,
they are going to be evaluated on how they assemble their organization and create a
culture that attracts high caliber professionals to their team.

Once this group is in place, they will then be judged on how effective they can
be in the management of their teams and the development of their talent. In doing
this, information security leaders are going to have to make a more conscious effort
in learning well established management

and team building techniques that will In add|t|0n {0 refmmg the”‘

create an information security team that

is viewed similarly to the more effective |nternal Ieadersmp Sk|”S,
business units within the company. . . .
information security leaders

In addition to refining their internal

leadership skills, information security lead- are gmng tU have tU Stnve tU

ers are going to have to strive to be effective

leaders outside their own business unit. be EffeCtlve |eaders UUtS|de
This will require that they learn to commu- thelr own busmess Unlt

nicate their successes and their wins to the
other leaders within the business.

If this sounds like the dreaded “politics,” it’s because it is. All non-trivial projects
require that we interact with others, and politics is the word we give to that interac-
tion. Information security leaders need to understand how to work with others,
work with organizational structures and gain momentum within the organization
due to the successes of their projects and the way that they communicate them. In
essence, the information security leader of the future will be an effective marketer,
simultaneously building consensus and momentum that will spur the acceptance
of his or her information security program throughout the corporate enterprise.

In addition to refining their internal leadership skills, information security leaders
are going to have to strive to be effective leaders outside their own business unit.
Considering the visibility the profession demands, it will be a key that information
security professionals become better at business communication in all of its forms.
Information security leaders will need to hone their public speaking, writing and
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presentation skills, in order to effectively create the internal brand of their informa-
tion security program.

DEMONSTRATED COMMITMENT
TO PROFESSIONAL DEVELOPMENT

When many information security professionals think about their own professional
development, the first things that come to mind are industry certifications and mem-
ber organizations. While attaining a CISSP, CISM or a SANS certification are notable
accomplishments, they alone do not serve as effective differentiators when it comes to
being an information security leader. These certifications hold a great deal of weight
within the industry, but once you move into the levels of senior management, they do
not hold much relevance. Information security leaders of the future are going to need
to strive to attain similar levels of education and credentials that are held by their peers
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is similar to your corporate peers will automatically place you in the same alumni
networks and these recognized credentials should enable you to garner immediate
CAREERS respect when interacting with other business leaders within your organization.
Although degrees are important, they are only one component of professional
development. Just as with other executives, information security leaders are going
SPONSOR to need to make regular investments in their career that will enable them to refine
RESOURCES their strengths and develop their weaknesses. Making annual investments in their

careers will enable them to develop skills that will help build confidence in their
overall ability to lead the security organization. In many cases, it is this confidence
that will provide information security leaders with the necessary mental toughness
to manage through difficult situations, inspire others and drive change throughout
their organizations and their teams.

The information security profession is challenging in its own right. Combine
the challenge of the profession with the responsibilities that encompass effective
leadership and it becomes more daunting. However, the greater the challenge, the
greater the reward. The information security profession attracts people from many
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different disciplines and backgrounds. Independent of their evolution, most infor-
mation security professionals aspire to positions of leadership, and the responsibilities
and rewards that accompany them. Due to this increasing competition, attaining
information security leadership roles will become increasingly more difficult.

In the future, it will become ever more important for information security
professionals to make regular investments in their professional development. These
investments will be critical in helping them to build a skill matrix that will differen-
tiate them from their information security peers, gain acceptance with other execu-
tive team members, and elevate the information security profession to the place
that it rightfully deserves in the corporate pecking order.»

Lee Kushner is the president of L] Kushner and Associates an information security recruitment

firm and co-founder of InfoSecLeaders.com, an information security career content website.
Mike Murray has spent his entire career in information security and currently leads the

delivery arm of MAD Security. He is co-founder of InfoSecLeaders.com where he writes and

talks about the skills and strategies for building a long-term career in information security.
Send comments on this article to feedback@infosecuritymag.com.

INFORMATION SECURITY July/August 2010



mailto:feedback@infosecuritymag.com
www.InfoSecLeaders.com
www.InfoSecLeaders.com
www.infosecuritymag.com

Your One Stop Shop for All Things Security

Nowhere else will you find such a highly
targeted combination of resources
specifically dedicated to the success of
today’s IT-security professional. Free.

IT security pro's turn to the TechTarget Security Media Group for the information they require to keep
their corporate data, systems and assets secure. We're the only information resource that provides
immediate access to breaking industry news, virus alerts, new hacker threats and attacks, security
standard compliance, videos, webcasts, white papers, podcasts, a selection of highly focused security

newsletters and more — all at no cost.

Feature stories and analysis designed to meet
the ever-changing need for information on
security technologies and best practices.

www.SearchSecurity.com

Learning materials geared towards ensuring
security in high-risk financial environments.

@aarchFinanciaISecurity.com

www.SearchFinancialSecurity.com

Information Security strategies for the
Midmarket IT professional.

@ MidmarketSecurity

Breaking news, technical tips, security schools
and more for enterprise IT professionals.

@archSecurity.com

www.SearchSecurity.com

UK-focused case studies and technical advice on
the hottest topics in the UK Security industry.

@earchSecu rity.co.UK

www.SearchSecurity.co.UK

Technical guidance AND business advice
specialized for VARs, IT resellers and
systems integrators.

@SearchSecurityChannel.com

www.SearchSecurityChannel.com

www.SearchMidmarketSecurity.com

TechTarget
The IT Media
RO! Experts



TABLE OF CONTENTS

EDITOR’S DESK

PERSPECTIVES

SCAN

SNAPSHOT

CAREER ADVICE

APT

SECURITY SAAS

CAREERS

SPONSOR
RESOURCES

ADVERTISING INDEX

Alert Logic ....................... 7

www.alertlogic.com

+ Improve Network Security Without
Busting Your Budget white paper

+ Alert Logic Demo Center - watch how
easy we make it to be secure and
compliant

Check Point Software
Technologies Ltd. ................ 12
http://www.checkpoint.com

+ White Paper: Check Point Abra -
A Secure Virtual Workspace

+ Turn any PC into a corporate desktop

Core Security Technologies .... . ... 9
http://www.coresecurity.com/

http://www.eset.com/
+ ESET NOD32 Antivirus 4 Trial
+ Ten Ways to Dodge CyberBullets

Guidance Software, Inc. ... .. ... .. 16
www.guidancesoftware.com

+ Tackling the Causes of Data Leakage
and Data Loss

+ Understanding Data Location is
Imperative for Data Loss Prevention

http://www.isaca.org/
+ Downloads

+ Certification

RSA, The Security Division of EMC. . 4

www.rsa.com

+ Securing the Administration of
Virtualization

* Build a Solid Foundation for
Secure Virtualization

Trend Micro, Inc. ................. 2

http://us.trendmicro.com/us/home/

+ Cloud security meets VMware Ready
Virtual Appliance: Read Infonetic’s
Hybrid Saas report here.

+ OfficeScan 10.5: Unleash the power and
performance of physical and virtual
desktops. Click here to try now.

The Academy Pro............. ... 29

www.theacademypro.com

* Free infosec videos for the information
security community.

SystemExperts ............... ... 35

www.systemexperts.com

Glasshouse Technologies ..... . ... 39
http://www.glasshouse.com/

INFORMATION SECURITY July/August 2010

TECHTARGET SECURITY MEDIA GROUP

ImNFORMATION

ECURITY

EDITORIAL DIRECTOR Michael S. Mimoso

EDITOR Marcia Savage
CREATIVE DIRECTOR Maureen Joyce

Marcus Ranum, Bruce Schneier,
Lee Kushner, Mike Murray

Michael Cobb, Eric Cole, James C. Foster,
Shon Harris, Richard Mackey Jr., Lisa Phifer,
Ed Skoudis, Joel Snyder

Greg Balaze, Brad Causey, Mike Chapple, Peter
Giannacopoulos, Brent Huston, Phoram Mehta,
Sandra Kay Miller, Gary Moser, David Strom,
Steve Weil, Harris Weisman

Edward Amoroso, AT&T

Anish Bhimani, JPMorgan Chase
Larry L. Brock, DuPont

Dave Dittrich

Ernie Hayden

Patrick Heim, Kaiser Permanente
Dan Houser, Cardinal Health
Patricia Myers, Williams-Sonoma
Ron Woerner, TD Ameritrade

SENIOR SITE EDITOR Eric Parizo
NEWS DIRECTOR Robert Westervelt
SITE EDITOR William Hurley

ASSISTANT EDITOR Maggie Wright

ASSOCIATE EDITOR Carolyn Gibney

GENERAL MANAGER OF EVENTS Amy Cleary

EDITORIAL EVENTS MANAGER Karen Bagley

VICE PRESIDENT/GROUP PUBLISHER
Doug Olender

PUBLISHER Josh Garland

DIRECTOR OF PRODUCT MANAGEMENT
Susan Shaver

DIRECTOR OF MARKETING Josh Garland
SALES DIRECTOR Dara Such
CIRCULATION MANAGER Kate Sullivan

ASSOCIATE PROJECT MANAGER
Suzanne Jackson

PRODUCT MANAGEMENT & MARKETING

Corey Strader, Andrew McHugh, Karina Rousseau
Eric Belcher ebelcher@techtarget.com
Patrick Eichmann peichmann@techtarget.com
Jason Olson jolson@techtarget.com

Jeff Tonello jtonello@techtarget.com

Nikki Wise nwise @techtarget.com

CHIEF EXECUTIVE OFFICER Greg Strakosch
PRESIDENT Don Hawk

EXECUTIVE VICE PRESIDENT Kevin Beam
CHIEF FINANCIAL OFFICER Jeff Wakely

Parkway Gordon Phone 44-1491-875-386
www.parkway.co.uk

Julie Brown
Phone 781-657-1336  Fax 781-657-1100

INFORMATION SECURITY (ISSN 1096-8903) is pub-
lished monthly with a combined July/Aug., Dec./Jan.
issue by TechTarget, 275 Grove Street, Newton, MA
02466 USA,; Toll-Free 888-274-4111; Phone 617-
431-9200; Fax 617-431-9201.

All rights reserved. Entire contents, Copyright ©
2010 TechTarget. No part of this publication may be
transmitted or reproduced in any form, or by any
means without permission in writing from the pub-
lisher, TechTarget or INFORMATION SECURITY.


www.techtarget.com
www.parkway.co.uk
mailto:nwise@techtarget.com
mailto:jtonello@techtarget.com
mailto:jolson@techtarget.com
mailto:peichmann@techtarget.com
mailto:ebelcher@techtarget.com
http://www.glasshouse.com/
www.systemexperts.com
www.theacademypro.com
www.theacademypro.com
www.theacademypro.com
http://forms.trendmicro.com/index.php?dom=us&productID=5
http://forms.trendmicro.com/index.php?dom=us&productID=5
http://forms.trendmicro.com/index.php?dom=us&productID=5
http://us.trendmicro.com/us/products/enterprise/interscan-messaging-security-virtual-appliance/what-analyst-discovered/
http://us.trendmicro.com/us/products/enterprise/interscan-messaging-security-virtual-appliance/what-analyst-discovered/
http://us.trendmicro.com/us/products/enterprise/interscan-messaging-security-virtual-appliance/what-analyst-discovered/
http://us.trendmicro.com/us/home/
http://www.bitpipe.com/detail/RES/1277768370_487.html
http://www.bitpipe.com/detail/RES/1277768370_487.html
http://www.bitpipe.com/detail/RES/1269453571_148.html
http://www.bitpipe.com/detail/RES/1269453571_148.html
www.rsa.com
www.isaca.org/certification
www.isaca.org/downloads
http://www.isaca.org/
http://www.guidancesoftware.com/LoginUser.aspx?k4Mx5tNtN6Gn3DDEsSe4EhyAf7SBmXiiQzy.8KeT2D0VQvjoL2H8.RIlolNCwDCk8Mvb-PJQfkNGzntq.XRU
http://www.guidancesoftware.com/LoginUser.aspx?k4Mx5tNtN6Gn3DDEsSe4EhyAf7SBmXiiQzy.8KeT2D0VQvjoL2H8.RIlolNCwDCk8Mvb-PJQfkNGzntq.XRU
http://www.guidancesoftware.com/LoginUser.aspx?k4Mx5tmiXNChs0Qxbx54EhyAf7SBmXiiQzy.8KeT2D0VQvjoL2H8.RIlolNCwDCk8Mvb-PJQfkNGzntq.XRU
http://www.guidancesoftware.com/LoginUser.aspx?k4Mx5tmiXNChs0Qxbx54EhyAf7SBmXiiQzy.8KeT2D0VQvjoL2H8.RIlolNCwDCk8Mvb-PJQfkNGzntq.XRU
www.guidancesoftware.com
http://www.coresecurity.com/
www.checkpoint.com/abra_whitepaper
www.checkpoint.com/abra_whitepaper
www.checkpoint.com/abra_whitepaper
http://www.checkpoint.com
http://www.alertlogic.com/enterprise/library/demos
http://www.alertlogic.com/enterprise/library/demos
http://www.alertlogic.com/enterprise/library/demos
http://www.alertlogic.com/perimeter
http://www.alertlogic.com/perimeter
www.alertlogic.com
www.infosecuritymag.com
www.infosecuritymag.com
http://bitpipe.com/data/document.do?res_id=1257260613_23
http://bitpipe.com/data/document.do?res_id=1271461292_160

