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IRTUAL MACHINES are
spreading like wildfire in

data centers—so fast, in fact,
that administrators can’t man-

age them efficiently. To get a
handle on this explosive growth, data
centers are turning to virtual automa-
tion and management tools.

And why not? The rich suite of fea-
tures available today in these tools can
meet a variety of critical data center
needs. They can tackle remote access,
usage reporting, service provisioning as
well as patch management and disaster
recovery, and they can even provide
users with some self-service options.

It’s important to remember, however,
that these tools don’t work in a vacuum.
Data centers should have well conceived
management policies in place before
implementing any tool. Testing is also
essential to make sure that every tool is
compatible with its environment before
implementation.

Learn everything you need to know in
Stephen J. Bigelow’s “Digging into Vir-
tual Management Tools.” Leave the easy
stuff to the tools so you can focus on
more important data center tasks.

So you’ve consolidated and virtualized
your physical servers. Your data center is
more efficient than it’s ever been. Ready
to call it a day? Not just yet.

Keep all of your virtualization work
humming with a checklist of must-do
tasks. Learn how to maximize your
investment in “How to Keep Tabs on
Your Virtual Environment” by Eric
Siebert. Making staff training a priority
and staying ahead of your operating sys-
tems patches are just two ways to keep
your virtual environment healthy and
secure.

Has the cloud got you in a fog? You’ve
probably heard about cloud computing
for years, but you may not be sure ex-
actly what it is or how it can help you.

Although cloud-based application
delivery is becoming an essential part
of IT, the move to a cloud infrastructure
doesn’t happen overnight. It’s a slow
and deliberate process, but it’s well
worth the investment.

Read “Practical Steps to Take Today
for Building an Internal Cloud” by Bur-
ton Group analyst Chris Wolf for a step-
by-step approach toward achieving an
internal cloud architecture.

Want to share your cloud experience?
We want to her all about it. Email me
at ccasatelli@techtarget.com. �

CHRISTINE CASATELLI

Editor, Virtual Data Center
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CHOOSE automation,
monitoring and manage-
ment tools to keep a
handle on hardware
and software in your
virtualized data center.

IRTUALIZATION places
a layer of abstraction, in

the form of the hypervisor,
between software applications

and the underlying server hard-
ware. Although this layer of ab-

straction is a normal–even essential–
part of the virtualization process, it
requires the concerted use of automa-
tion, monitoring and management tools
to keep the hardware and software run-
ning effectively.

Virtualization allows virtual machines
(VMs) to run on any virtualized server
hardware in any suitable rack or blade
chassis where administrators could eas-
ily identify the email server or locate
mission-critical database servers.

The hypervisor’s ability to “discon-
nect” the software and hardware can
only complicate the job of administra-
tors and make it more difficult for them
to monitor the resource demands of
VMs, gauge their performance and
perform capacity planning in a timely
manner.

The challenge only worsens as VMs
proliferate across the enterprise. Organi-
zations routinely use software tools to
identify, evaluate and monitor the server
resources available in the virtualized
data center.
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MANAGEMENT CHALLENGES
OF A VIRTUAL DATA CENTER
Virtualization brings a number of bene-
fits to the enterprise, but it also brings a
new set of challenges for administrators
to manage. One challenge is tracking
physical machines and VMs. In a physi-
cal environment, it’s easy to locate a
physical server, identify its application
and measure its performance.

Virtual environments combine
numerous VMs onto a single server and
usually allow them to migrate between
servers as needed. Consequently, admin-
istrators may have difficulty identifying
the underlying server running a given
VM and may be even more pressed to
locate resource allocation problems.

The free migration of VMs can also
pose a security threat and weaken an
organization’s compliance posture. Tra-
ditional security relies on network traffic
that passes through a switch as it passes
between servers. With virtualization, the
traffic exchanged between VMs on the
same physical server is often overlooked,
raising an important new concern for
security professionals.

“You only see what’s coming into the
box,” said Pete Sclafani, co-founder and
vice president of strategy at 6connect
Inc., a managed service provider in San
Jose, Calif. “Someone could easily have
hacked one of the other virtual
machines and is now tunneling in using
different attack methods,” he said,
adding, “but you can’t see that.”

Even moving VMs between different
servers can introduce security vulnera-
bilities that must be addressed.

Administrators also face the challenge
of VM sprawl–the unchecked prolifera-
tion of virtual machines across the

enterprise. It can be extremely cumber-
some to justify, track and manage VM
lifecycles manually. Sprawl is further
exacerbated by weak or unclear licens-
ing policies, which can potentially
expose a company to financial and legal
penalties if operating system and appli-

cation licensing is left unmanaged.
“A virtual CPU isn’t the physical CPU

anymore,” said Bob Plankers, technology
consultant and blogger for The Lone
Sysadmin. Every time a VM is created,
there’s an incremental cost for the oper-
ating system license, management tools
and backup agents, among other things,
he said.

In today’s data centers, the number of
virtual machines appearing is simply
outstripping the ability of administrators
to manage them properly and efficiently.
To counter these challenges, administra-
tors rely on a rich suite of features found
in virtual automation and management
tools.

For example, tools can provide infra-
structure features, like resource and
capacity management, VM lifecycle
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concern for security
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management and automated or policy-
based VM migration, remote access and
performance monitoring. They can often
handle administrative processes, such as
service provisioning, access and policy
management, usage reporting, nondis-
ruptive virtual backup/disaster recovery
capabilities and patch management.

Some tools have self-service features
that allow users to handle simple tasks
themselves and free up administrators to
deal with issues that are more complex.
Other tools can help manage VM
images, reducing the number of differ-
ent VM images available and speeding
the creation of new standardized VMs.

DIGGING INTO THE TOOLS
Virtual automation and management
tools operate in a number of ways. Some
are based on agents installed on each
VM, while others can leverage SNMP–
similar in operation to traditional non-
virtualized tools. But these traditional
approaches can have an impact on the
performance of each VM.

By comparison, hypervisors can access
and collect a considerable array of
details, so most virtualization-aware
automation and monitoring tools will
leverage the virtualization platform
itself. “Rather than having all of the VMs
collecting their own performance data,
which may or may not be accurate, you
gather the performance data centrally as
part of the management console,”
Plankers said. This reduces installation
complexity and places the processing
burden on the hypervisor rather than on
the individual VMs.

Experts are quick to point out that the
choice of monitoring and management

tools is not an all-or-nothing proposi-
tion, and you can implement different
tool types to meet specific needs. But
mixing tools can diminish the benefit of
centralization.

“One of the most desired features is
the ability to centralize the information,”

said Pierre Dorion, data center practice
director at Long View Systems Corp., an
IT services company in Denver. “Access-
ing each VM individually using native
OS tools is not an option, but the ability
to view all VMs from a single dashboard
for a given physical host is golden.”

Management and automation tools
can provide an extensive amount of
information for an organization. They
can create a visual inventory of every
VM, produce all manner of reports, set
and enforce policies within each VM,
track relationships between VMs and
track and audit all VM activities. But fea-
tures like the ability to gather VM per-
formance data stand out, along with the
ability to automate backups and create
VM images.

Tools that perform assessments and
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� Meet the platform requirements. Every tool must be installed in your environ-
ment, and this imposes installation requirements that must be met on one or more
servers. Decide whether to install the tool on a physical server or on a virtual
machine (VM). Be sensitive to the tradeoffs in either approach.

� Select the feature set carefully. One of the first decisions must be to identify
the features and functionality needed in a tool. Define the needs, wants and nice-
to-have elements. Understand the available budget for a tool purchase. Once a
feature list and budget are in hand, you can shop much more confidently.

� Ensure heterogeneity in your environment. A core benefit of monitoring and
management tools is the ability to see VMs and other infrastructure from a single
console. So be sure the tool you select will interoperate with the physical servers
and VMs in your data center. Otherwise, you may need to use multiple tools.

� Test the tool thoroughly before purchase. Start by running the tool in a lab envi-
ronment to gain familiarity with the product, and roll out the trial software to sev-
eral noncritical systems for testing. Try the key features, gather and review actual
data, and compare results to other tools being tested.

� Consider the learning curve. Administrators will avoid features and capabilities
that are hard to use, so part of testing should also involve an ease-of-use evalua-
tion to assess the relative difficulty of product features. Powerful tools that are
hard or confusing to use will waste time and money.

� Look at the product's update path. See how often the tool is patched and updated,
and consider the new features and functionality that the vendor expects to include
in the next 12 to 18 months. Avoid tools that have no defined upgrade path or are
reaching end of life. This means the vendor will want to sell you a new tool later.

� Limit the number of tools in your environment. You may have to use many tools
to monitor or manage specific behaviors or portions of your data center. This is
certainly undesirable, but it may be unavoidable. Make every effort to limit the
number of different tools. That will minimize costs and complexity in the data cen-
ter and mitigate the learning curve for administrators.

� Think about developing your own tools. Virtualization vendors may have APIs
and other development tools you can use to create custom monitoring and man-
agement tools. Although this is rarely less expensive than purchasing a third-party
tool, it does allow you to tailor the tool to your specific needs rather than sorting
through the features of a commercially developed product. �

CHECKLIST FOR SELECTING TOOLS



monitor use are also prized. They allow
administrators to make informed virtual-
ization decisions and gauge server work-
loads, which helps minimize costs and
align IT to the business.

When it comes to selecting a virtual
management or monitoring tool, there
are few surprises. The selection criteria
usually starts with price and functionality.

“Cost and functionality are probably
high on the list, but ease of use cannot
be neglected,” Dorion said. “Portability
is also important, especially if virtualiza-
tion is used on many operating plat-
forms, such as Windows and diverse
Unix platforms.”

The product must absolutely provide
support for a heterogeneous environment.
Be realistic about the purchase budget
and your ability to use the features. You

generally don’t need all of them.
It’s also important to consider factors

like data accessibility and policy imple-
mentation. For example, a tool can cap-

ture and store millions of data points,
but it’s useless unless you can readily
locate the data points that are actually
meaningful to your specific circum-
stances. So be sure you can control the
data that is collected and analyze that
data later.
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AS A RULE, you should include your virtualization vendor in any tool search.
VMware vCenter and Citrix Essentials each provide a suite of tools for tasks like
performance monitoring, configuration management and automated provisioning.
Keep in mind that Citrix Essentials is also available for Microsoft’s Hyper-V as well
as XenServer. For devout followers of Windows, Microsoft touts its System Center
Virtual Machine Manager for Hyper-V.

If you cannot find suitable tools from the three major virtualization vendors,
consider a wealth of offerings from third-party vendors including—but certainly
not limited to—Fortisphere Virtual Essentials 2.0, Hyper9, Netuitive Service Ana-
lyzer, a variety of tools from Vkernel, VizionCore vFoglight, Surgient Platform 6.1
and ToutVirtual VirtualIQ Pro. When considering third-party tools, select a prod-
uct that is compatible with your hypervisor. “Expect to see more and more players
in that arena as virtualization keeps moving ahead as a mainstream technology,”
said Pierre Dorion, data center practice director at Long View Systems Corp., an IT
services company in Denver. �

ROUNDING UP THE RIGHT TOOLS

(Continued from page 6)

Be realistic
about the purchase
budget and your
ability to use the
features.

http://www.toutvirtual.com/products/overview.php
http://www.surgient.com/products.htm
http://vizioncore.com/products/vFoglight/
http://www.vkernel.com/products/overview/
http://www.netuitive.com/products/service-analyzer.php
http://www.netuitive.com/products/service-analyzer.php
http://www.hyper9.com/product_overview.aspx
http://www.fortisphere.com/
http://www.microsoft.com/virtualization/products/management/default.mspx
http://www.microsoft.com/virtualization/products/management/default.mspx
http://www.citrix.com/English/ps2/products/feature.asp?contentID=1687093
http://www.vmware.com/solutions/virtualization-management/


It’s important to have management
policies in place before implementing
a tool. “If you don’t have the policy in
place—with physical machines or VMs
—no tool is going to help you because
your policy is going to break down and
your process won’t work.” Sclafani said.

Don’t worry if you can’t locate a tool
that meets your specific needs. Many
tool vendors provide development tools
and APIs that enable organizations to
create their own monitoring and man-
agement applications tailored for a spe-
cific environment or problem not cov-
ered by a commercial tool.

SETTING UP AND USING THE TOOLS
Once a virtual automation, monitoring
or management tool is selected, you’ll
need to install and configure it effec-
tively for your own environment. The
actual installation requirements and
processes can vary dramatically, but
there are some best practices that can
help mitigate installation problems.

First, consider the availability of
the virtual tools in your environment.
Remember that a virtual tool will gener-
ally need to be installed–often as its own
server–so consider what happens to your
monitoring and management capability
in the event of an outage. You may be
able to deploy the tool as a VM or on
a physical server, so understand the
tradeoffs.

For example, you might choose to
deploy the tool on a physical server to
avoid congesting the virtual servers or to
ensure access to the tool if trouble arises
in the virtual environment. Use the tool
to help keep core services available, said
Scott Gorcester, president of Moose

Logic, an IT solution provider in Bothell,
Wash. At the same time, treat the tool as
a core service that needs a correspon-
ding level of availability, he said.

Second, test the tool in a lab environ-

ment to evaluate it properly and ensure
the necessary level of compatibility for
your environment. Remember, though,
that lab testing isn’t always a fully accu-
rate reflection of the actual environ-
ment, so a deployment should be intro-
duced in phases where it can be
thoroughly tested and tuned in actual
use. Once the tool is proven on non-
critical systems, you can systematically
expand the deployment to other VMs.

Similarly, make the effort to limit the
number of tools in your environment
and keep them as centrally managed as
possible. More tools mean more cost,
possible patching issues and compatibil-
ity problems. “Try to keep your environ-
ment as light on tools as possible,”
Plankers said. “Every third-party thing
you add on to an environment adds
complexity,” he said.

Standardizing on a single tool or
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SOFTWARE DEVELOPERS HAVE a critical need
to test and refine the software they devel-
op. In a nonvirtualized environment, test
environments usually prove difficult and
time-consuming to set up. And new test-
ing demands usually mean acquiring new
expensive hardware.

This was the challenge for Insuresoft
LLC, a software provider for the property
and casualty insurance industry. “We
were at a point where we had nearly 150
employees in our organization,” said
Hemanth Guttikonda, Insuresoft's quality
assurance manager. But Insuresoft also
had close to 500 pieces of hardware dis-
tributed throughout the organization.
“Anytime we needed a new testing envi-
ronment, the immediate request was for
a new server or new hardware.”

To address this hardware-sensitive
approach, Insuresoft deployed Microsoft
Virtual Server as the company's primary
virtualization platform on 10 physical
servers. Although this supported the cre-
ation of well over 100 new virtual ma-
chines (VMs) for test purposes, the move
to virtualization also created VM manage-
ment problems. The software provider
needed a management tool that would
allow easy integration with existing HP
Quality Center testing tools while avoiding
the need to purchase new server hardware.

It also needed to provide connectivity
for its new virtualized test methodology
for other offices in Alabama and Minneso-
ta along with other remote employees.

After a limited search, Insuresoft selected
the Surgient Platform for its compatibility
with existing hardware and software infra-
structures.

Management data showed limitations
in the infrastructure that needed to be
addressed through hardware upgrades.
“[We needed] appropriate hardware hav-
ing the capacity to support the needs of
the organization,” Guttikonda said. Insure-
soft did not purchase any new hardware
but simply upgraded the existing hard-
ware it had. Once the upgrades were com-
plete, however, the Surgient tool ran well.
Setup and tuning needs were minimal,
mainly requiring the development of clear
user policies that defined user access to
ensure that users accessed only their
respective test environments.

Virtual management has allowed
Insuresoft to dramatically expand its test
capabilities. “Today we have over 40 test
environments running,” Guttikonda said,
citing tremendous progress beyond the 10
test environments initially created when
the Surgient software was first deployed
about 18 months ago.

Management also allows new servers to
be created from a single updated “golden”
image, saving time and ensuring a stan-
dardized VM deployment. Guttikonda said
that adoption of virtual management tech-
nologies will only increase in the future as
the company continues to grow, expand-
ing on the 400% growth already seen in
testing. �

CASE STUDY » INSURESOFT LLC

Tool Helps Expand Test Capabilities



limited toolset will streamline patches
and upgrades. Also remember that some
third-party vendors may lag behind in
their updates, possibly disrupting moni-
toring and management activities when
a change takes place in the environ-
ment.

Finally, you don’t need to use every
possible feature. Start with the features
and functionality that are most essential,
and phase in additional features as you
gain experience or as business needs
change. “A lot of product suites offer
many modules and features, but not all
will necessarily be useful or required at
first,” Dorion said.

Once a monitoring or management
tool is deployed, it typically requires lit-
tle tuning or configuration other than
policy definitions or data set selection.
In most cases, you will need to minimize
the flood of data that monitoring tools
can provide.

“It’s not that I’m tuning the tool–I’m
tuning the way I use the tool,” Gorcester
said. “We can get too much information,
and suddenly the information that I
really care about is hard to find.”

THE FUTURE OF
VIRTUAL MANAGEMENT
There is a wide assortment monitoring
and management tools to choose from.
Some of them cover narrow niches,
but most harness the wealth of system
data collected normally by the hyper-
visor.

The value of niche tools, however,
may be waning as better APIs and devel-
opment tools appear from virtualization
vendors, allowing organizations to write

unique tools that are tailored for their
own environments right from the start.

Integration is another important area
for development, so expect future moni-
toring and management tools to inte-
grate with other infrastructure elements
like storage and network components.
The goal here is to see and control more

of the infrastructure through a single
dashboard.

Administrators should expect to see
more automation features, too, in the
future. Automation may assign more
resources to a virtualized application or
migrate an application to another server
when certain utilization parameters
occur. This kind of behavior will reduce
direct human interaction and rein in
costs while making the data center far
more adaptive to change.

Automation should also extend to the
user community, allowing employees,
customers and partners to set up and
provision their own environments or
applications, which would minimize the
load on administrators who can then
focus on more important data center
tasks. �
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THE work doesn’t end
after implementing
virtualization. Learn
how to maintain a
healthy virtual environ-
ment while maximizing
your return on invest-
ment.

F YOU’VE recently consolidated and
virtualized your physical servers, you
may think that the worst is behind
you and that your data center is vastly
more efficient. In a perfect world,
this would be the case.

However, there are things that
demand attention upon completion,
such as backup and prevention of VM
sprawl, to ensure that your virtual envi-
ronment remains healthy and secure.
To stay on top of your virtualization
effort, here are eight specific tasks that
you should complete right after you fin-
ish a virtualization project in your infra-
structure:

Dispose of all the old
physical servers that you
don’t need any more.
Chances are the reason you
virtualized in the first place

was to reduce power and cooling costs,
so why keep the root of those problems
lying around?

Resist the temptation to use them for
other things because that defeats the
purpose of virtualization. Unplug them,
take them out of the racks and call
someone to haul them off. That being
said, you might want to keep some of the
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newer servers around and run free virtu-
alization products on them to comple-
ment your new virtual hosts.

Devise a regular schedule
to apply operating system
patches to your virtual hosts.
The importance of this can-
not be emphasized enough.

Virtual hosts have many guests running
on them. If they are compromised
because of an unpatched vulnerability,
the guests can suffer the same fate no
matter how secure and well patched
they are.

Patching host servers can be more
cumbersome than patching guests
because normally the guests need to
be updated and the host needs to be
restarted. To ease the process, I imple-
ment automated patching scripts or use
third-party applications.

Also, be aware of patches as they are
released. Not all vendors release patches
on a set schedule. Subscribe to email
updates so you can be notified when
patches are released and you can patch
your hosts in a timely manner.

Stay vigilant against VM
sprawl, and look for ways to
prevent it in your environment.
This is no easy task because
it tends to happen over a

period of time. Virtual machines (VMs)
do not have a physical presence, so they
can be easily created by several adminis-
trators.

Many of these admins perceive VMs
as "free" servers that can be created as
needed. Unfortunately, VMs are not free.

Every VM consumes host resources, and
the more VMs you have, the more your
host’s resources are strained.

If VM sprawl isn’t controlled, it can
result in a lack of host resources and bot-
tlenecks that may severely affect the per-
formance of all of your VMs. As a result,
you may end up having to purchase

more host servers and add shared stor-
age, which costs money.

There are several options out there to
prevent sprawl. One option is to imple-
ment a chargeback system like Vkernel’s
capacity and chargeback appliance or
Vizioncore’s vFoglight products for
VMware that create reports on resource
usage. Microsoft Hyper-V has some
chargeback metrics available but lacks
the tools to make effective use of them.

Another option is to limit who can
create VMs. Devising a formal process
for requesting new VMs is a more effec-
tive method than allowing every admin
in the data center the access to create
VMs at will. You should require justifica-
tion for new VM requests and have an
approval process in place so users can
consider whether or not they really need
to create them.
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Implement third-party backup
products that are designed to
operate in virtual environ-
ments. VMware’s Consoli-
dated Backup, which acts as a

backup proxy server to indirectly back
up the VMs on a host, is one example.

Backing up virtual environments with
traditional methods is often inefficient
and time consuming. Installing a backup
agent on each VM and backing the
server up through the guest OS is
resource-intensive on a host server and
can negatively affect all the VMs run-
ning on that host.

There are also alternate methods for
backing up VMs, such as copying or
replicating their virtual disk files to
other servers or disk storage devices.

Use any built-in virtual
performance and manage-
ment tools, or implement
one of the many third-party
applications that are designed

to manage virtual environments.
Traditional server management tools
and products may not work as effectively
in virtual environments because they are
not aware of the underlying hypervisor
layer of the virtual host. As a result, the
performance metrics of your VMs may
not be accurate because of products that
are not designed to work in virtual envi-
ronments.

This is an issue that comes from the
basic nature of virtualization. The guest
is fooled into thinking it’s a physical
server and that it has exclusive access to
all of its resources. For example, a guest
with 2 GB of RAM simply sees 2 GB of
RAM, but in reality the host server is

managing the memory and may be using
advanced techniques such as memory
page sharing and memory ballooning to
make more efficient use of it. Addition-
ally, if a host runs out of physical mem-
ory, it may start using virtual swap files
to provide the necessary memory to its
VMs.

That’s why it’s important to know
what’s happening in the virtual layer,
which traditional performance tools are
not aware of. This also applies to net-
working because virtual networks fre-
quently cannot be managed with tradi-
tional network management tools. There
are many third-party applications avail-
able that are designed to work with vir-
tual networks that can monitor and pro-
tect virtual switches in addition to the
guests that are connected to them.

Make security a top priority
in virtual environments to
prevent unauthorized access
to your virtual hosts.
It is an ongoing chore that

requires appropriate measures to en-
sure that your environment is protected.
This includes periodically scanning
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your hosts with security tools to look
for configuration settings and open
ports that could weaken your host’s
security.

There are a number of free security
scanners that can be used to scan Linux
and Windows hosts. In addition, there
are many virtualization-specific security
applications like Configuresoft’s Compli-
ance Checker and Tripwire’s Config
Check for VMware ESX hosts. You
should also monitor your host server’s
log files to look for any security-related
events that could indicate unauthorized
access attempts.

Get proper training for your
virtualization admins to make
sure they can handle the job.
Most virtual host system
administrators are typically

Windows or Linux systems admins who
take on the additional responsibility of
running the virtual host servers. Virtual
hosts are different than traditional OSes
and require a specific skill set to admin-
ister them properly.

You may find that the installation and
setup of the virtual environment was
fairly straightforward, but the first time
you encounter a critical problem it may
turn out that your admins do not have
the proper knowledge or skills to quickly
correct it. Problems in virtual environ-
ments are amplified because they can
affect several VMs and require that
admins quickly pinpoint and resolve any
issues.

Proper training is a big part of this.
So make sure that your admins have the
training they need and that they con-
tinue to get it because virtualization soft-

ware tends to change rapidly as new
versions and features are released.

Look for more ways to leverage
your virtualization investment.
Look for opportunities to vir-
tualize additional physical
servers because virtual

servers have a number of advantages,
such as snapshots. Make sure that your
virtual hosts are as fully utilized as possi-
ble while reserving the necessary capac-
ity to protect against a host failure.

You should aim to use at least 70% of
the capacity of your virtual hosts. Any-
thing less and you’re defeating the pur-
pose of virtualization, which is to use all
of the resources available on a server and
minimize waste.

If you find that you are overusing one
resource while sparing others, consider
adding capacity to that particular

resource. For example, if your CPU uti-
lization is less than 50% on your hosts
but the memory consumption is at 90%,
add more memory if possible so you can
fully utilize the other resources.

The work doesn’t stop after you imple-
ment virtualization in your environ-
ment. By performing these tasks, you
can ensure that you have a healthy and
secure virtual environment while maxi-
mizing the return on your investment. �
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THE best way to grow
IT while maintaining
a flat budget is to
institute a step-by-
step approach toward
achieving an internal
cloud architecture.

LOUD-BASED applica-
tion delivery is becom-
ing an inevitable part
of IT. Re-architecting
IT and business pro-
cesses for internal

cloud-based service delivery will take
years to complete. Now is the time to
begin laying the foundation.

Seasoned IT pros have been hearing
about cloud computing for years, and if
they’re cynical about the whole cloud
concept, they have a reason to be. Other
concepts, like grid computing, have
come and gone without much fanfare.

But remember, x86 virtualization
received a similar cold reception, and
today the x86 hypervisor is the default
platform for newly deployed applica-
tions in many organizations and is
exactly the reason why cloud-based
computing won’t follow the same path
as grid computing and other IT-as-a-
service brethren.

DEFINING THE CLOUD
You may be asking yourself, “Isn’t cloud
the same thing as IT-as-a-service?”
You’re right, of course, but IT marketing
folks don’t get paid to recycle old names.
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Hence, we have the cloud. Here at
Burton Group, we’ve had considerable
debate about what constitutes “the
cloud,” and here’s what we came up
with:

The set of disciplines, technologies,
and business models used to render IT
capabilities as on-demand services.

You may find that definition to be
overly generic, and it is. That’s because
the cloud encompasses so many tech-
nologies, which can be organized into
the following buckets:

� Software as a Service (SaaS)
� Platform as a Service (PaaS)
� Software infrastructure as a service
� System infrastructure as a service

SaaS includes purpose-built applica-
tions that are hosted by vendors external
to the organization. Salesforce.com and
Google Apps are good examples of suc-
cessful SaaS-delivered applications.

PaaS offers cloud-based platforms that
can be used by organizations to run their
applications externally in the cloud.
Microsoft Azure is an example of PaaS.

Software infrastructure as a service is
a standalone cloud service that provides
a specific application support capability
but not the entire software platform
service. If it did, it would be PaaS.

For example, Amazon Simple DB and
Microsoft SQL Data Services are soft-
ware infrastructure services. Although
it’s true that Microsoft SQL Data Serv-
ices is included on the Azure platform, it
is also offered as a standalone service.
Therefore, it has its software infrastruc-
ture service designation.

Finally, there’s system infrastructure
as a service, which provides physical or
virtual hardware offered as a service.
This architecture caters to traditional
virtual infrastructure vendors, such as
VMware, Microsoft and Citrix.

The top three cloud tiers—SaaS, PaaS
and software infrastructure as a serv-
ice—are designed primarily to be exter-
nally hosted platforms, while system
infrastructure as a service can be hosted
internally by the IT organization or
externally by a third-party service
provider. In the coming years, a large
number of organizations will leverage
virtual infrastructure to host some serv-
ices internally in the internal cloud and
externally in the external cloud.

Deploying an infrastructure that
allows workload mobility between inter-
nal and external platforms will give IT
organizations a high degree of flexibility
and reduce operational costs moving
forward. For example, a number of
organizations use external providers
today to host training and development
resources.

In addition, many companies run
applications that are heavily used for a

19 VIRTUAL DATA CENTER E-ZINE JUNE 2009

EDITOR’S
LETTER

7

DIGGING INTO
VIRTUAL MANAGE-

MENT TOOLS

7

HOW TO KEEP TABS
ON YOUR VIRTUAL

ENVIRONMENT

7

PRACTICAL STEPS
TO TAKE TODAY

FOR BUILDING AN
INTERNAL CLOUD

7

PaaS offers cloud-
based platforms
that can be used by
organizations to run
their applications
externally in the
cloud.



FIGURE 1: CONNECTING INTERNAL AND EXTERNAL CLOUDS

specific period during the year and are
practically idle for the remainder of the
year. For these workloads, external
clouds make a lot of sense. Why run
physical servers all year when they’re
only needed for three months? That
accounts for a large amount of wasted
power, cooling, data center floor space
and administrative resources to manage
the systems 24/7.
FIGURE 1 depicts an infrastructure as a

service cloud model. The diagram shows
three clouds. The Raleigh and Atlanta
sites would be internal clouds, and the
service provider would represent an
external cloud.

Being a site doesn’t make each loca-
tion a cloud. Instead, each site would
provide an IT-as-a-service delivery
model. Because the systems are inter-
nally hosted, the Raleigh and Atlanta
sites would have internal clouds, while
the service provider would represent an
external cloud.

The external cloud may be integrated
with the internal cloud’s virtual infra-
structure management layer to allow
internal VM images to be deployed and
run on the external provider’s infrastruc-
ture. This may support tasks such as
training and development, for example.

Server virtualization as a cloud foun-
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dation lets organizations continue to use
the operating systems and applications
they do today while not requiring devel-
opers to learn different and possibly pro-
prietary programming APIs for an exter-
nal cloud provider.

In addition, the hardware abstraction
offered by virtualization gives organiza-
tions the flexibility to move workloads
as needed, which allows all applications,
even those that are not cluster-aware,
to be highly available.

Virtualization can simplify a lot of IT
tasks, such as deployment, patching,
updating, scheduled maintenance and
disaster recovery. But it also introduces
new challenges.

Our clients say that compliance con-
cerns remain the primary barrier to
adopting enterprise public clouds. If
providers want enterprises to seriously
consider their platforms, then they will
have to do a better job of addressing
existing compliance and security con-
cerns around public shared infrastruc-
tures.

LAYING A FOUNDATION
FOR THE INTERNAL CLOUD
The x86 hypervisor should be the foun-
dation for a movement to internal
clouds, but that’s just the start. Like it or
not, once the external cloud matures, it
will be harder to keep business units in
the dark about the cost of IT.

Although virtual machine (VM) host-
ing in the external cloud is here today,
too many questions remain regarding
security and compliance to allow enter-
prises to be comfortable leveraging any
type of external shared physical infra-
structure for VM hosting.

Moving to a cloud-based infrastruc-
ture is a steady, deliberate process. The
total cost of ownership reduction that

can be derived from a cloud-based archi-
tecture is well worth the investment.
Here are some practical steps to begin
your move down the path toward an
internal cloud architecture:

� Make x86 virtualization the
default platform for all newly
deployed x86 applications.

� Invest in virtualization-aware
application management tools.

� Begin work to realign business
processes and implement
chargeback.

� Leverage orchestration tools
to automate common IT processes.

� Leverage self-service provisioning
for training and test and develop-
ment.

� Consider the impact on security
and regulatory compliance with
all cloud architectures.

� Design it to avoid lock-in.

MAKE VIRTUALIZATION THE
DEFAULT X86 APPLICATION PLATFORM
Today, x86 servers are being purpose-
built to run virtualized workloads,
removing many use cases for purchasing
dedicated physical hardware for single
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applications. In fact, many applications
cannot take full advantage of the hard-
ware in one of today’s newer 2U form
factor servers. TABLE 1 contrasts the
hardware in today’s latest 2U form factor
servers.

The hardware-assisted memory virtu-
alization offered by the new server plat-
forms, such as Intel EPT and AMD RVI,
also removes the substantial memory
performance latency that plagued multi-
threaded enterprise applications run-
ning in VMs in the past. Virtualization’s
consolidation, mobility and disaster
recovery benefits alone are justification
to migrate existing applications to a vir-
tual infrastructure. Now that the sub-
stantial improvements brought by hard-
ware-assisted virtualization remove
performance as an issue in most applica-
tions, virtualization should be the
default platform.

Of course, if you have application
clusters that require the full compute
power of the bare metal, those applica-
tions should remain “unvirtualized” for
the time being and remain at the end of
your virtualization to-do list. Note that

many application owners may offer
some resistance, so education will be
needed.

The tables have been turned because
IT no longer needs to “sell” virtualiza-
tion to application owners. Instead,
application owners should justify why
an app needs the bare metal.

INVEST IN VIRTUALIZATION-AWARE
APPLICATION MANAGEMENT TOOLS
Treating infrastructure as a cloud may be
ideal for users, applications and business
units that need IT services quickly, but it
can be quite painful for the IT staff. If an
application is experiencing a perform-
ance issue, how do you quickly deter-
mine the physical data path?

If a security auditor asks you to pro-
vide the physical location of an applica-
tion and all of its dependent resources,
how do you do that? Sure, the hypervisor
is but one layer of abstraction. But throw
in single root I/O virtualization on 10
GbE NICs, multi-root I/O virtualization
and storage virtualization, and now you
have four layers of abstraction.
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TABLE 1

TODAY’S HARDWARE FOR VIRTUALIZATION

SERVER MAX MEMORY CPU EXPANSION

Dell PowerEdge 144 GB (18 slots) 2 quad core 2 PCIe x8,
r710 Xeon 5500s 2 PCIe x4

HP Proliant 144 GB (18 slots) 2 quad core Up to 6
DL380 G6 Xeon 5500s (PCIe, PCI-X)

IBM 128 GB (16 slots) 2 quad core 4 PCI-Express
x3650 M2 Xeon 5500s



Even if you’re not using all of these
forms of virtualization, it’s good to plan
for their presence within your infra-
structure. Select tools capable of seeing
through each layer and ones that can
provide the diagnostic information you
need.

REALIGN BUSINESS PROCESSES
AND IMPLEMENT CHARGEBACK
The technology to deliver an internal
cloud is present today and steadily
maturing. But realigning procurement,
asset management, security policies,
support processes and accounting
processes—to name a few—calls for a
substantial amount of work. Getting the
most out of a shared physical infrastruc-
ture requires IT to take ownership of
physical assets and charge back individ-
ual business units.

Organizations that have adopted busi-
ness processes for outsourced IT, such as
some government agencies, are better
equipped for cloud-based IT. They prob-
ably already have the necessary pro-
cesses and accounting procedures neces-
sary to treat internal IT as a service.

Although organizations can continue
to travel down the path toward depart-
ment-level physical asset ownership,
doing so reduces the economies of scale
possible with a shared infrastructure. It
can also result in additional operational
expenses and total cost of ownership
(TCO).

CONSIDER CLOUD
ARCHITECTURAL IMPACT
Security and regulatory compliance con-
cerns remain a key barrier to doing more

with shared physical infrastructure.
Progress on standards and compliance
interpretations is helping auditors. Sev-
eral vendors, such as Tripwire, Config-
ureSoft and Third Brigade, are offering
tools that assist with compliance valida-
tion.

Still the typical enterprise today is
most comfortable with some form of
physical isolation. Most organizations
use separate physical clusters to isolate
security zones.

Others provide isolation at the net-
work level by dedicating virtual switches
and physical network ports to each zone.
Security subzones—different internal
trusted zones, for example—may share a
virtual switch with isolation provided by
VLANs.

LEVERAGE SELF-SERVICE PROVISIONING
From a user’s perspective, ordering a test
server doesn’t have to be any different
than buying some music on iTunes.
There are plenty of self-service provi-
sioning engines available, including

� Citrix Essentials for XenServer
and Hyper-V

� Microsoft System Center Virtual
Machine Manager User Self-Service
Portal

� Surgient Virtual Automation
Platform

� VMware Lab Manager
� VMLogix LabManager

Self-service provisioning reduces the
TCO associated with deploying new
development, test and training systems
and fall into the no-brainer category
among virtualization management soft-
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ware investments. Many tools include
quota enforcement and integrated life-
cycle management and allow unused
VMs to be retired.

Self-service provisioning is an easy
step toward an internal cloud because
users simply order a service through a
Web interface, much in the way they
order services for their home. In the end,
how the service is delivered isn’t impor-
tant, as long as it meets users’ expected
performance and reliability levels.

LEVERAGE ORCHESTRATION TOOLS
TO AUTOMATE COMMON PROCESSES
User self-service is a natural first step
toward an internal cloud, while you con-
sider virtual infrastructure orchestration
and chargeback as steps 2 and 3. Orches-
tration allows many common IT man-
agement processes to be automated,
including:

� Server provisioning and
decommissioning

� Change control enforcement
� Automating VM startup

or failover following an outage
� Rebalancing VM workloads

across physical hosts
� Resizing VM hardware based

on performance needs
� Powering down unneeded

physical resources

Again, any type of dynamic VM
orchestration or workload rebalancing
will need to include awareness of secu-
rity zoning restrictions. Most orchestra-
tion tools have graphical workflow
engines that allow administrators to
quickly string together a series of

processes to automate a particular task.
In the case of server VM deployment,

the workflow could include creating the
VM, associating it with the correct
VLAN, mapping storage and assigning
the proper administrative roles. A series
of unique workflows could be created
for each VM type, organized by factors
such as department or physical location.

Disaster recovery automation is
another use for virtual infrastructure
automation that’s growing, with tools
such as VMware Site Recovery Manager
and Citrix Workflow Studio providing
the capability to pre-script a disaster
recovery failover response. This allows
you to preprogram the VM restart order
so that the most critical applications are
returned to service first.

Some elements of orchestration will
likely be application-specific and work-
load-specific. For example, dynamically
adding resources—such as memory, CPU
or storage—to a running VM sounds like
a great way to nondisruptively solve a
performance problem. But hot resource
add requires both the guest OS and guest
OS applications to support it.

You may have an application running
on the Windows Server 2008 operating
system—which supports hot add—but
the application is programmed to con-
sume a fixed amount of memory when
it is started. Furthermore, some applica-
tions cannot acquire more memory
without a restart.

Dynamically shutting down servers
sounds like a great way to save power
and cooling costs, but most organiza-
tions are not comfortable implementing
dynamic power management for their
servers without official support from
their server hardware vendors. Burton
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Group expects server vendors to begin to
support dynamic power management
this year, so the support concern should
be resolved in time.

AVOID LOCK-IN IN THE ARCHITECTURE
Designing a cloud-based infrastructure
that is compatible with external cloud
providers requires careful attention to
lock-in when selecting platforms. A
cloud platform that needs a proprietary
programming interface and is only
hosted by a single provider is a recipe for
lock-in and potentially high exit costs.
On the other hand, a virtual infrastruc-

ture-based cloud platform that is hosted
internally and available from a large
number of external providers gives
enterprises a choice as well as bargain-
ing power going forward.

Regardless of how convinced you
are about the future of external cloud,
leveraging cloud principles internally
can yield significant operational savings.
Aligning business and IT processes to
support chargeback within a virtual
infrastructure requires considerable
effort, but the long-term flexibility pro-
vided by a system infrastructure as a
service cloud-based IT delivery model
is well worth it. �
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IDEALLY, A U.S.Department of Defense-like standard security model would work
best for cloud service providers. For example, assume that the following options
were available:

LEVEL A: Dedicated physical and virtual infrastructure, including dedicated server
and networked storage assets.

LEVEL B: Dedicated virtual and physical server infrastructure, shared/logically
zoned storage infrastructure—clients receive dedicated LUNs, but data traverses a
shared physical SAN.

LEVEL C: Shared virtual and physical infrastructure, isolation provided by dedi-
cated virtual security appliances, such as virtual machine firewalls, IDS and IPS.

LEVEL D: Shared virtual and physical infrastructure, no appliance-based segmenta-
tion and isolation. For example, isolation is provided via VLANs.

The tiered model would be a good option because it can be easily consumed by
an enterprise’s security auditors. This sample model is meant to be just a starting
point for discussion.

In time, external cloud’s security concerns will be addressed. Molding an inter-
nal infrastructure to fully leverage external cloud will take years to complete. How-
ever, there’s no reason to wait for the external cloud to fully bake before embarking
on applying cloud principles to your management infrastructure. �

SECURING THE CLOUD
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in Your VMware ESX Environment

q Virtual Machines Are Not Free

q VKernel Capacity Analyzer

About VKernel:
VKernel is dedicated to developing best-of-breed virtual appliances that enhance
performance, lower costs, and simplify management of virtual environments of
all sizes. The VKernel Virtual Appliance Suite for Systems Management is a set
of ‘plug-and-play’ virtual appliances that quickly solve real world systems manage-
ment challenges as organizations migrate to VMware virtual environments. Certi-
fied by VMware, VKernel Virtual Appliances enable IT groups to immediately solve
today's critical pain points by providing visibility into the capacity and resource
consumption of each virtual machine.

LINKS FROM OUR SPONSOR

http://www.vkernel.com
http://ad.doubleclick.net/clk;212551889;14263989;w?http://www.vkernel.com/CapacityAnalyzerDownload/?SRC=TTCA
http://www.bitpipe.com/detail/RES/1226677746_170.html?psrc=SRS
http://www.bitpipe.com/detail/RES/1204044433_823.html?psrc=SRS
http://www.bitpipe.com/detail/RES/1204044433_823.html?psrc=SRS
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q Hitachi IT Operations Analyzer Delivers Performance and Availability
Reporting for IT Generalists

q Hitachi IT Operations Analyzer: Root Cause Analysis for Supporting Fault
Identification

About Hitachi Data Systems:
Hitachi Data Systems leverages global R&D resources to develop storage solutions
built on industry-leading technology with the performance, availability and
scalability to maximize customers' ROI and minimize their risk. By focusing on the
customer's perspective as we apply the best hardware, software, and services from
Hitachi and our partners, we uniquely satisfy our customers' business needs. With
2,900 employees, Hitachi Data Systems conducts business through direct and
indirect channels in the public, government and private sectors in over 170
countries. Its customers include more than 50 percent of Fortune 100 companies.

LINKS FROM OUR SPONSOR

http://www.hds.com/
http://www.bitpipe.com/detail/RES/1244158093_791.html
http://www.bitpipe.com/detail/RES/1244158093_791.html
http://www.bitpipe.com/detail/RES/1244159746_798.html
http://www.bitpipe.com/detail/RES/1244159746_798.html

