
Driving Profitability through 
Information Security

Protecting your organization’s 
budget using information security



Introduction

Many organizations view information security as a necessary expense 
and nothing more. They realize it is crucial to secure their network 
and select security products that will block malware and filter spam 
to protect the network from costly infections. While recognizing the 
need for security is a positive step, many of these organizations are 
missing out on an opportunity to improve their business operations 
by using these same tools. The most useful security products 
aren’t simply roadblocks for hackers; they also help contribute to 
an organization’s bottom line.  In this document you will find some 
tactics you can add to your security playbook to help make your 
employees more productive and to help improve your organization’s 
efficiency.
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STEP #1
Block Unproductive Sites
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Depending on what study you read employees spend somewhere 
between 2 – 4 hours a day (outside of lunch breaks) online for non-
work related activities. If an organization has 100 employees this 
means on average their employees spend 1,500 hours a week on 
non-work related activities. Just think of all your organization could 
accomplish if you had that time back. 

But Internet access is crucial for many employees today. Without 
access to the Internet employees would not be able to perform some 
or even all of their duties. Yet the Internet can be a distraction for 
many employees – a distraction that ends up costing the organization. 
Employers can’t simply “turn off” the Internet but there are ways 
to decrease the amount of time employees spend online without 
inhibiting their work. 

Security solutions, like the Astaro Security Gateway, allow your 
organization to block unproductive sites such as Facebook, personal 
email sites or news sites that are not necessary or work related. 
Blocking access to social media sites will prevent your employees from 
becoming distracted by these unproductive sites and remain focused 
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on their work. However, it may be necessary for some employees to 
access these sites to do their jobs.  When this is the case, you can 
set up user groups that allow you to block access to certain website 
categories for some groups while others continue to have access 
to these sites. Also, it may not be necessary or even wise to block 
all the sites in a given category. For example, employees who read 
news sites on occasion are more informed about your industry, the 
economy and workplace trends. This information can be valuable 
to you and your company. You may not want to block access to 
business related publications, the economy and workplace trends. 
This information can be valuable to you and your company. While 
you may not want to block access to business related publications, 
you may want to block access to news sites that do not offer value 
for your company. 

In this case you can use Internet usage monitoring tools to find 
out which news  are creating a productivity drain and block those 
individual sites while maintaining access to other appropriate sites 
in the same category. Some studies show that employees who are 
able to spend some time using the Internet for personal use during 
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work hours are actually more productive. Taking a few minutes to 
step away from a project can help an employee fell refreshed and 
may help provide a new perspective, making the employee more 
creative and productive. A problem only arises when employees 
abuse Internet access and neglect their duties to surf the web. In 
order to maintain a level of trust and goodwill with employees you 
may want to allow some personal Internet use during work hours, 
but limit the amount of time employees can spend on blocked sites. 
To do this you can use time-based rules to allow access to specific 
types of blocked sites (ex. News sites or social networking sites) for 
specific blocks of time. This will give your employees some time to 
use the Internet for personal use while limiting the distraction so 
they can remain productive.
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Case Study
Content filtering success

The Fowlerville Community Schools, a K-12 institution, has 
all the regular security needs of an educational institution. 
They need to restrict Internet usage to prevent students 
from viewing inappropriate material and downloading 
unnecessary files like music and movies.

With the Astaro Security Gateway, Fowlerville has seen a 
dramatic increase in their content filtering reliability and 
their students are no longer able to download installable 
programs from the Internet – keeping them more focused 
on their studies.



STEP #2
Prevent Spam from wasting employees’ time
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Employees are bombarded with email all day long, and many of 

these messages are useless (or dangerous) spam messages that 

serve only to distract employees. In fact, it has been reported that 

somewhere between 80% - 90% of all emails can be classified as 

spam. On average spam costs a medium sized company upwards of 

$185,000 a year in lost productivity – and that doesn’t even include 

the costs of cleaning off a network if the spam message has spyware 

or a virus on it. 

With so many messages to wade through, classify and then delete 

manually, spam has a significant impact on productivity. You can 

eliminate lost productivity due to spam messages by deploying a 

spam filter. Some spam filters even allow you to block messages 

regardless of the language they are written. You can even block 

messages from specific senders using white and black lists. So, if 

there is a particular sender who is keeps sending you irrelevant 

messages, you can block them. 
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Case Study
Spam filtering success

Kauffman Tire was operating without a spam filter, causing 
their associates’ inboxes to be flooded with spam. Sifting 
through all the unwanted email was taking time away from 
their primary duty of servicing customers. The Astaro 
Security Gateway is now blocking 5,000 - 7,000 spam 
messages a day, freeing up countless hours of associates 
time.

Astaro Security Gateway 320 was added as a firewall, to 
combat spam and enabled VPN access.

The Astaro Security Gateway is now blocking 5,000 - 
7,000 spam messages a day, freeing up countless hours of 
associates time.



STEP #3
Get more from your employees (VPN Tunnels)
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Security solutions can also be used to set up secure VPN connections 
allowing your employees to work anywhere, anytime. Setting up 
VPN clients on individual machines is a huge administrative hurtle to 
offering VPN connectivity. 

Connected work increases productivity  
According to a recent study done by Link Resources, allowing 
employees to telecommute can improve productivity by up to 20%. 
Factors such as increased flexibility, reduced stress resulting in sick 
days, and the fact that minor health ailments will not impact an 
employee’s ability to work are all contributing factors to the increased 
productivity. 

When working from home employees tend to add the time they 
would have spent commuting to their work day, increasing the 
number of hours they will spend working a week and thus increasing 
their output. 
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Case Study
Using VPN connections to connect remote sites

Radiology Inc found that their current system was limiting 
their ability to expand as it wasn‘t flexible enough to handle 
the required number of secure VPN connections and packet 
filtering throughput needed for the company‘s operations.

Since implementing the Astaro Security Gateways, the 
network has seen over 100 gigs of activity a day. Radiology 
Inc. was also able to add additional sites to their network 
of medical providers. The company recently added two 
hospitals to their network via VPN connections and direct 
fiber connections, and hasn‘t experienced any decreased 
throughput due to the extra traffic.
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Employers will also benefit by decreasing lost productivity due to sick 
days. Without a connected work policy if an employee contracts a 
minor illness preventing them from leaving the house the employee 
cannot complete their work and must take a personal day. But with 
a connected work policy the employee could respond to emails 
and perform their usual tasks from their home. Additionally, the 
average savings for an employee who works from home can increase 
employee morale which will also impact an employee’s dedication to 
their employer and performance.

Connected work can reduce business expenses
Employers can also benefit from reduced costs by creating a strategic 
connected work policy. If connected work days become a part of a 
company’s overall corporate strategy (and culture) and employees 
are allowed to work remotely one or more days a week, the employer 
will benefit through reduced facilities costs. The business could 
allocate space to be shared by employees who come into the office 
on alternating days, allowing the organization to minimize the office 
space purchased or rented and reducing their real-estate costs. 
This will also help reduce electricity and other utility costs as fewer 
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employees will be using the company’s electricity, water and other 
resources at once.

Make connected work part of your disaster preparedness plan
If a company does not wish to create a connected work policy 
that allows employees to work remotely on a consistent basis, 
the company can still benefit from a connected work policy if they 
create a strategy and procedure for connected work in the event of 
a disaster. 

Disasters will happen, whether it is a major storm (think Hurricane 
Katrina), or a flu outbreak, and these unforeseeable roadblocks 
to business success can derail even the most profitable and 
secure business. If your employees can not go to work because a 
government mandated quarantine, or a weather related disaster 
then your business will suffer as nothing can get done. However, 
if you create a strategic connected work plan before hand, your 
company will be prepared for such a disaster and when the dust has 
cleared the disaster will have had the smallest possible impact on our 
business and you will be able to resume normal business operations. 
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Don’t forget the environment
The final reason for creating a connected work policy is slightly 
more altruistic than potential costs savings or increase productivity 
– a connected work policy will reduce your business’s impact on 
the environment. Less employees traveling into the office daily will 
reduce air pollution and we’ve already discussed the decrease in the 
amount of electricity required to run your business. However, the 
impact on the environment also benefits the company as well. The 
company will be able to declare itself a “greener” company and will 
be able to tout its commitment to improving the world around them. 
This will help improve or even maintain the company’s public image 
– possibly bringing in additional customers. 



STEP #4
Decrease your IT Departments’ workload (preventing 
infections)
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Ultimately security is about protecting your network from 

cybercriminals and the exploits they create. Botnets, Trojans, viruses 

and other malware threaten your network – and the more people you 

have accessing the Internet the greater the potential for an infection. 

Most security breaches are caused by careless or clueless employees 

who accidently visit a web site they didn’t know was infected. When 

an infection occurs and can spread throughout your network quickly 

and often times the IT administrator must spend hours or even days 

isolating the infection to avoid further infections and then spend 

countless hours cleaning the infected machines. This is all time that 

the IT administrator could spend on more productive tasks that is 

lost forever. 

Ideally educating employees about the different types of threats 

and how they can avoid infections would be enough. While keeping 

employees informed of the different ways they can download 

malicious software does help reduce the risk of infection, we know 

that no level of understanding or education will make a network 
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completely secure. Even IT administrators who are aware of the 

different types of threats and how to avoid them have their machines 

become compromised from time to time.  

Companies should also encourage employees and IT administrators 

to update their software to the latest versions. As software vendors 

become aware of vulnerabilities they are sure to update their software 

to fix the problem. Many viruses prey on known vulnerabilities in 

older versions of software that are not present in the newest version. 

This is just one simple way organizations can minimize the risk of 

cyber-threats. So, if we know education alone is not enough, what 
else can a company do?  

Spam filters can help reduce the potential for a security breach 
as cyber-criminals use spam messages to attract employees. 
Spammers claim a “friend” or “co-worker” has sent the employee an 
ecard, or they use enticing subject lines about current events to coax 
employees to click on a link that will bring them to an infected site. 
Spam filters recognize these scams and block them before they ever 

“With the Astaro Security 
Gateway I spend very little time 
administering our firewall now.”
Joshua Siwek, 
Network Specialist at Fowlerville 

Community Schools

„We‘ve saved countless hours 
of administration time by using 
the Astaro Web Gateway‘s 
reports and web interface.”
Blake Zachary, 
Director of Technology at South 

Montgomery School
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appear in the employee’s inbox. 

Content filtering technologies can also block access to sites with 
known malware so that employees can’t accidently visit these sites. 
However, in the instance that an employee somehow gains access to 
one of these sites or clicks on a spam message and is infected it is 
important that this infection doesn’t spread throughout your network 
forcing your administrator to clean multiple machines rather than 
just one. This is why it is important to not only have content filtering 
and spam blocking technologies, but to also have technologies that 
allow for the quarantining of infected machines.

Reducing the potential for a network infection reduces the amount of 
time your IT administrator must spend cleaning the network, making 
your IT department more productive.



STEP #5
Prevent lawsuits and damage to your reputation
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Employee productivity is just one area where businesses can positively 
affect their bottom line by using information security products. Another 
area is preventing the loss of money through law suits or damage to 
your reputation. 

Over the past few years there have been several large high profile 
breaches where consumer data, such as credit card numbers and 
social security numbers were stolen. Not only did these organizations 
have to spend time collecting data about the breach but they also 
lost one of the most important, yet hardest won items in business 
– customer confidence.  Both consumer goods and business-to-
business organizations depend on their reputation in the market. 
When customers, be they individuals or other businesses, feel your 
organization isn’t doing its best to protect their private information 
they will not purchase goods or services from you. It will take years 
for organizations who’ve suffered a breach to undo the damage to 
their reputation a security breach caused and in the end this will cost 
them customers and revenue. The damage to their reputation could 
have been avoided if they had deployed information security products, 
preventing the breach in the first place. 
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If a breach does occur and your organization’s customers find out 
your organization didn’t have a network security system in place to 
protect their data it could cause legal issues. Customers can sue for 
the damages caused by the loss of their personal data and even if 
your organization isn’t found negligent the legal costs will negatively 
impact your organization’s cash flow.  Simply having a network 
security solution in place can save your organization from having to 
answer to legal authorities. 



STEP #6
Use information to improve security and productivity
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It has been said over and over again – knowledge is power. This is 

just as true in business as it is in life. The more you know about what 

is going on in your organization the more you will be able to improve 

processes, guidelines, efficiencies and ultimately, profitability.

Network security solutions provide you with information about 

Internet usage trends so that you can see what sites are visited most 

often and at what times. You can then determine if changes need 

to be made to your access guidelines or if employees are accidently 

visiting malicious sites.
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Case Study
Knowledge is power

The superior reporting offered by Astaro allowed Michael 

Behnam, IT manager, to see that eEye Digital Security‘s 

employees were unknowingly surfing malicious sites and 

sometimes downloading malicious files. Behnam was 

also able to solve this problem with the Astaro Security 

Gateway‘s content filtering capabilities. 

He explained, “I was able to block access to these malicious 

sites so that our network  and systems are more secure. 

However, some employees needed access to these sites. 

Astaro‘s flexibility made it possible for me to grant access 

to these sites for some employees while blocking access 

for others.”



Conclusion

Network security products can help solve more than your organization’s 
security concerns. They can help improve employee productivity, 
your IT department’s productivity and protect your organization from 
law suits as well as prevent damage to the organization’s reputation. 

For more information on network security trends and insights visit 
our blog at http://securityblog.astaro.com or or become a fan of 
Astaro on  Facebook. 
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