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Halfway through 2010, cybercrime continues to evolve and grow in both scale and 

sophistication. As social networking becomes ever more deeply embedded in our everyday 

lives, it has become an ever more fertile hunting ground for those who would steal and abuse 

our personal information, and compromise and misuse our computer systems to gain financial 

advantage by stealing our personal or corporate funds or obtaining illicit funds from advertisers or 

spammers. Just as folks have changed their habits to accommodate new technologies and new 

ways of conducting their everyday business, so security providers have needed to implement new 

strategies to cope with the massive growth in new malware and new attack vectors. 

Keeping track of these continuous and rapid changes is a demanding and complex task, but 

one that will doubtless be rewarding to the diligent and conscientious. Knowledge is power, and 

understanding the dangers posed by the modern interconnected world is the first step toward 

keeping one’s identity, possessions and finances safe and secure.

Security Threat Report:  

Mid-year 2010 
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Malware has evolved throughout the past decade to become a major industry in itself. It has a 

complicated economic infrastructure and a population of well-organized, well-funded criminal 

gangs; highly motivated and highly trained programmers churning out massive volumes of 

malicious code and exploits; and talented creatives thinking up new and more sophisticated 

methods of bypassing the weakest link in any electronic security system – the human mind. 

Cybercrime 

The cybercrime economy 

The monetary profits from cybercrime are 

immense. Because of this, the amount of 

resources dedicated to cybercrime increases 

enormously each year. With the economic 

troubles facing the world, the problem has only 

grown. Honest money is harder to come by, 

more people are being lured into the world of 

crime, and programmers who cannot find jobs 

in legitimate software houses are more easily 

recruited by criminal gangs. 

In addition, it’s easier for hackers to trick 

everyday folks into becoming mules for money 

laundering, and to cheat them out of their 

cash or valuable data. Cybercriminals scare 

people into believing their banking information 

has been exposed, often through emails. 

These techniques have risen in tandem with 

those promising great bargains, such as the 

online pharmacy and fake luxury goods spam 

campaigns. 

With this ever-growing menace to society 

becoming more visible to the masses, police 

around the world have stepped up efforts to 

combat cybercrime and take down the gangs 

profiting from it. With coordinated international 

efforts still hampered by the lack of a global 

approach to the problem, frameworks for 

sharing information and resources are showing 

signs of improving, and a number of arrests and 

successful prosecution took place in the last 

year. 
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“Partnerka” is a Russian term referring to complex networks 
of affiliates, all linked by a common desire to make 
money from the internet. These groups are well organized, 
dominated by individuals from Russia and the former 
Russian states, and responsible for a very high proportion 
of spam campaigns and malware attacks. 

•	 The biggest area of partnerka activity is in online 
pharmacies promoted through spam and search engine 
optimization (SEO), selling illegal, off-prescription and 
often unsafe pharmaceuticals. The Canadian Pharmacy 
group is one of the best known partnerka. 

•	 Partnerka affiliate networks operate businesses focused 
on all the main underworld money-makers. However, 
many scareware fake anti-virus scams are run by 
partnerka organizations, as are many counterfeit 
goods sites selling fake Rolexes and other high-end 
merchandise, online casinos (a favorite method for 
laundering money), adult sites and even dating sites. 

•	 Cash is made directly from sales of fake or illegal 
goods, and from complex affiliations with pay-per-click 
or pay-per-install marketing firms, which in turn get 
paid by often legitimate companies hoping to drive 
traffic from their own sites. 

•	 Cash also moves around inside the partnerka network, 
as spammers hire botnets, phishers sell data to carders 
who process and leverage stolen credit card details, 
and malware creators sell Trojans and tools, such as 
automated systems for spamming forums or building 
websites for SEO manipulation. 

•	 SophosLabs presented groundbreaking research on 
the scale and breadth of Partnerka activity at the 2009 
Virus Bulletin conference. Data revealed that a single 
Canadian Pharmacy spam campaign can net 200 
purchases, or $16,000 in revenues, per day, while 
a successful affiliate webmaster redirecting 10,000 
hits per day to a single scareware site can earn up to 
$180,000 in a year 1. 

•	 August	2009: A notorious Israel-born 

hacker pleads guilty to stealing $10 million 

from US banks. He had been arrested for 

similar offenses in Canada2. 

•	 November	2009: Four men are sent to 

jail for using Trojans to break into online 

bank accounts and siphon funds to Eastern 

Europe using money mules3.  

•	 November	2009: A couple is arrested in 

Manchester in connection with the Zbot 

family of Trojans4.

•	 November	2009: A man is arrested in 

southwest England for allegedly phishing 

user details for online game RuneScape 

and stealing virtual assets5. 

•	 March	2010: Turkish police arrest 23 

suspects accused of involvement in 

hacking attacks on government websites, 

thought to be linked to the banned 

Kurdistan Workers’ Party6.  

•	 April	2010: Romanian police announce 

the arrests of 70 people and the breakup 

of three separate gangs, all involved in 

phishing and online scams7. 

•	 May	2010: Two men are arrested in Japan 

in connection with a Trojan spread via the 

peer-to-peer system Winny, which stole 

data and extorted money from victims to 

keep their information private8. 

•	 June	2010: The UK’s Police Central 

e-crime Unit arrests two men after 

a lengthy investigation of a massive 

cybercrime forum where stolen and 

phished data was traded along with access 

to botnets for spamming and distributed 

denial-of-service (DDoS) attacks9. 

Partnerka

Timeline of notable arrests and sentences in the last 12 months

You too can become rich according to the cybercrime affiliate network
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Cyberwar and cyberterror 

Financial gain is not the only motivation 

behind cybercrime. There are growing fears 

that crucial infrastructures may be vulnerable 

to remote hijacking, unauthorized control and 

potentially devastating damage, as terrorists 

shift their focus to new areas to spread panic. 

Governments and political activists alike 

appear to view the internet as the next major 

battleground, while both legitimate and more 

forceful types of political protest have found 

new homes online. With the web penetrating 

all areas of our lives, it seems that crime, 

terrorism and warfare will follow humanity 

wherever it turns.

In some countries, the use of computer 

technologies, hacking and malicious code 

has become part of the military arsenal. 

Stolen data has been used to target suspected 

nuclear sites in Syria10 and North Korea11. 

The requirement for such measures has been 

evidenced by small-scale operations against 

the websites of government institutions, 

such as embassies, police and governmental 

branches, conducted without official 

sanction or any acknowledged involvement. 

Nevertheless, many of these incidents have 

been attributed to agencies of rival nations by 

those under attack, and by the media of the 

world at large. 

July 2009 saw a major incident as the White 

House, the Defense Department and the 

New York Stock Exchange were all apparently 

targeted by the same attackers who were 

responsible for problems with equivalent 

institutions in South Korea12. All of these 

incidents led to accusations of involvement 

from the North Korean government, but 

may just as easily have been the work of 

disgruntled activists acting on their own. 

There are growing fears that 
crucial infrastructures may be 
vulnerable to remote hijacking, 
unauthorized control and 
potentially devastating damage

Do you think it’s acceptable for your  

country to spy on other countries via  

the internet by hacking and/or installing malware?
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There have still been no confirmed incidents of core physical services such as power and water 

supplies, nuclear power stations or traffic control systems being exploited by cyberterrorists 

to date. While some hints of the potential danger of such attacks have been hypothesized by 

researchers, others such as security guru Bruce Schneier21 have described the whole concept 

of cyberwarfare as a distant danger that has been overhyped, suggesting that in reality what 

many have called “cyberwarfare” is in fact simply cyber-espionage or cyber-activism rather than 

all-out attack. Nevertheless, the US government has invested huge sums in new systems to 

protect both critical infrastructure and businesses from potential cyberdangers22.

Several countries already have taken serious steps toward 
closer policing and protection of internal networks, and 
potentially building up their own cyber-deterrents:

•	 June 2009: The US announces the formation of 
the US Cyber Command, an official military body 
dedicated to both defense against cyber-invasion and 
attacks against enemy computer networks13.

•	 June 2009: The UK announces intentions to form 
its own equivalent of the US Cyber Command, to be 
known as the Office for Cyber Security, and refuses to 
deny that it attacks other countries in cyberspace14. 

•	 July 2009: A Republican congressman, prominent 
in the House Intelligence Committee, urges President 
Obama to take strong cyber-action against North Korea 
in retaliation for its assumed part in cyberattacks on 
the US and South Korea15. 

•	 November 2009: India announces similar plans to the 
UK’s IMP, partly in response to reports that terrorists 
involved in massive attacks in Mumbai used VoIP and 

Google Earth to plan and coordinate them. India also 
suffered spyware attacks at its Education Ministry 
earlier in the year, which many blamed on China16. 

•	 December 2009: US President Obama appoints 
Howard Schmidt as cyber security czar17. 

•	 January 2010: South Korea, one of the world’s 
most connected societies, launches a cyberwarfare 
command center , responding to rumors of a similar 
move by its neighbors to the north18..

•	 May 2010: India imposes strict controls on telecom 
equipment made in China due to fears that hardware 
could be compromised with data-stealing components 
or software19. 

•	 June 2010: US senators approve legislation for the 
Protecting Cyberspace as a National Asset Act, which 
includes investigating the possibility of powers to 
shut down major portions of the web if the US feels 
threatened20. 

Government	involvement	in	cyberwar	in	the	last	year

Do you think it’s acceptable for your  

country to spy on other countries via  

the internet by hacking and/or installing malware?

Is your country doing enough to protect itself 

from internet attack by another nation?

yes 23%

No 37%

Yes, but only 
in wartime 40%

Yes 6%

No 54%

I don’t know 40%
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Operation Aurora: Global corporate 
espionage comes of age

In January 2010, Google shocked the 

internet community by announcing that it 

(and more than 20 other companies) had 

been the victim of a targeted hack attack, 

dubbed Operation Aurora, seemingly focused 

on the Gmail accounts of Chinese human 

rights activists. As a result, Google said it was 

no longer prepared to censor the Chinese 

edition of its search engine, and would 

consider quitting the Chinese market if it 

could not come to an agreement about how 

to provide uncensored services to the Chinese 

people. 

Soon after, Adobe confirmed it also had 

been targeted23 and governments in several 

countries, including Germany24 and France25, 

responded to the vulnerabilities involved in 

the attacks by recommending their citizens 

stop using Internet Explorer, giving a boost to 

rival browsers such as Firefox and Opera26. 

Shockwaves from the Aurora revelations 

echoed across the world for months after its 

initial discovery, with fevered debate on the 

true source of the attacks27 and controversies 

between security firms and testing bodies 

regarding how well companies were protected 

against the attacks. Google has yet to take a 

firm and final stance on its position in China, 

where its share of traffic has always been 

lower than elsewhere and where its policies on 

censorship and filtering have long been subject 

to criticism. Meanwhile, major companies 

around the world have had their eyes opened 

to the possible dangers of cyber infiltration.

Do you think there needs to be an 

international agreement about what types  

of cyberwarfare are acceptable?

Yes 77%

No 23%
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Social networking 

Benefits and risks

The last 12 months have seen social 

networking sites merge seamlessly into 

the mainstream media, becoming a 

standard part of interpersonal and business 

communications. Producers of the latest 

mobile technology promote integration with 

Twitter and Facebook as pivotal selling points, 

just as text messaging went from innovation 

to norm a decade ago. 

Every company worth its salt now commonly 

uses blogs to disseminate and share 

information on new products and services, 

even on boardroom developments. Forums 

serve as a form of technical support where 

experts and fans can share information and 

troubleshoot with peers and colleagues. 

Meanwhile, many companies embrace Twitter, 

Facebook and MySpace because their services 

present a great way to connect with customers, 

to promote and spin the corporate image, and 

to spread the latest company news or product 

offerings to the public. These services push 

out highly focused and targeted messages with 

greater speed and accuracy than any other 

marketing medium. The business world would 

be foolish to ignore such a high level of activity 

and such a potentially lucrative resource. 

Why businesses are concerned 

For many businesses, the idea of controlling 

social networking by simply imposing a 

blanket block on such sites is impractical. 

More subtle and granular controls are 

required, such as data loss monitoring 

to watch for specific types of information 

passing outside company boundaries via non-

approved vectors, and tightly configurable 

usage policies that can limit illegitimate use of 

certain sites and technologies while granting 

access to those who require it. 

Although productivity continues to be the 

dominant reason for companies to block social 

networks (e.g., a third of companies say this 

is the reason they block Facebook), there has 

been a dramatic rise since April 2009 in the 

number of businesses that believe malware is 

their primary security concern with such sites. 

It seems these malware concerns are justified, 

with a 70% rise in the proportion of firms that 

reported encountering spam and malware 

attacks via social networks during 2009. 

More than half of all companies surveyed said 

they had received spam via social networking 

sites, and more than a third said they had 

received malware.28 
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Emerging vectors for social  
networking attacks 

With individuals and businesses hooked on 

online social outlets, cybercriminals have 

leveraged them as one of the main targets for 

data theft and malware infiltration. Beyond 

the common nuisances, such as wasted 

company time and bandwidth, malware and 

malicious data theft issues have presented 

serious problems to social networks and 

their users. Spam is now common on social 

networking sites, and social engineering—

trying to trick users to reveal vital data, or 

persuading people to visit dangerous web 

links—is on the rise. 

Social network logon credentials have become 

as valuable as email addresses, aiding 

the dissemination of social spam because 

messages sent on social networks are more 

likely to be opened and trusted than standard 

messages. In many cases, spam and malware 

distribution are closely intertwined.

Twitter as a political tool

Although the alleged activities of governments 

have grabbed many headlines in this area, 

the internet has proved itself to be a viable 

means of protest for individuals too. Twitter 

became a vital tool in bringing the views 

of the opposition to Iranian election results 

to worldwide attention, apparently with 

active encouragement from the US State 

Department. 

In December 2009, Twitter Domain Name 

System (DNS) records were compromised 

and visitors were redirected to a site claiming 

to have been hacked by the “Iranian Cyber 

Army29,” with many commentators assuming 

a direct link to the earlier election reports. 

Twitter was also hit by political fallout in August 

2009, when a major DDoS attack against the 

site appeared to be targeting a specific anti-

Russian blogger based in Tblisi, Georgia30.

Social networks Spam, Phishing  
and Malware reports up

Apr 2009

Dec 2009

Malware

Phishing

Spam reports
33.4%

21%

30%

21.2%

36%

57%
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Koobface 

Those worried about the dangers of social 

networking sites have a right to be concerned, 

as many malicious attacks, spammers and 

data harvesters take advantage of under-

cautious users. Most notably, the notorious 

Koobface worm family became more diverse 

and sophisticated in the past year. 

The sophistication of Koobface is such that it 

is capable of registering a Facebook account, 

activating the account by confirming an email 

sent to a Gmail address, befriending random 

strangers on the site, joining random Facebook 

groups, and posting messages on the walls 

of Facebook friends (often claiming to link to 

sexy videos laced with malware). Furthermore, 

it includes code to avoid drawing attention to 

itself by restricting how many new Facebook 

friends it makes each day. 

Koobface’s attack vectors broadened, 

targeting a wide range of sites besides the 

one that gave it its name (i.e., Facebook). 

Social networking sites, including MySpace 

and Bebo, were added to the worm’s arsenal 

in 2008; Tagged and Friendster joined the 

roster in early 2009; and more recently the 

code was extended to include Twitter in a 

growing battery of attacks31.

It is likely we will see more malware following 

in the footsteps of Koobface, creating Web 

2.0 botnets with the intention of stealing 

data, displaying fake anti-virus alerts and 

generating income for hacking gangs. 

Social networks have become a viable and 

lucrative platform for malware distribution. 
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What	is	clickjacking?
Clickjacking, also referred to as “UI redressing,” is a 
technique to hijack clicks on web pages by concealing a 
link or button beneath another layer of imagery. A malicious 
page is created featuring a link or button to which victims 
are lured, but the page they see is merely an opaque layer 
covering another function35. When the user clicks on the 
fake link, a legitimate site carries out the action targeted by 
the attack’s creators, such as allowing access to personal 
details, making a purchase, or adding a new friend or a 
“liked” page on a social networking site. Some browsers 
have introduced measures to combat such hijacks, notably 
by providing developers with an option to ignore any clicks 
that appear to be covered by these fraudulent iFrames, but 
these require effort on behalf of web developers to ensure 
all sensitive controls are protected with the correct code. 
Other techniques, such as the NoScript plugin for Firefox, 
provide more generic protection, but browser vulnerabilities 
continue to emerge and it seems unlikely that the problem 
will ever be completely obliterated.

Clickjacking worms flood Facebook

In the summer of 2010, wave after wave 

of attacks hit Facebook users, exploiting 

clickjacking techniques to trick victims into 

adding catchphrases and links to their pages. 

One of the first32, linking to the fbhole.com 

domain, used a typical clickjacking ploy: a 

fake error message designed to fool people 

into clicking a button concealed beneath. 

Within weeks, several other similar attacks 

were observed, using iFrames linked to the 

Facebook “Like” button to hijack user pages33. 

In addition, a series of bizarre stories and 

attractive women34 were used to lure in new 

victims. Hundreds of thousands of Facebook 

users were affected.

These problems have contributed to a 

growing sense of dissatisfaction with the 

security policies on social networking sites, 

particularly Facebook. A Sophos poll in 

June 2010 found that 95% of respondents 

wanted Facebook to do more to prevent 

these “likejacking” attacks36, urging the site’s 

maintainers to impose stricter controls on the 

“Like” plugin. Even before this latest wave of 

attacks, the phrase “delete Facebook account” 

hit the top 10 in Google’s Trends37, and a 

Sophos poll found 60% of respondents were 

considering stopping using the site due to 

privacy concerns38. These are ominous signs 

of the possible effects of loss of trust in the 

security of a social networking site.

Do you think facebook is doing  

enough to stop clickjacking worms?

Do you think you will quit Facebook  

over privacy concerns?

Yes 5%

No 95%

I don’t think so 12%

No 13.34%

I already have 17.57%

Highly likely to 30%

Possibly 30%
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Also a “localized” problem 

Although these major global social networking 

sites seem to be the most significant part 

of the problem, they are no more than the 

tip of the Web 2.0 iceberg. Many countries, 

regions, groups and subcultures have their 

own social networking sites. As memberships 

of the major global sites have boomed, a 

corresponding explosion has been observed 

in more focused social sites: over 40 sites 

now have more than 10 million registered 

users (although not all of these are active), 

and half a dozen boast more than 100 

million. Facebook tops the list, and MySpace 

and Windows Live Spaces have significant 

memberships too; but several others have 

large enough memberships to make them 

highly profitable targets for spammers and 

malware creators. The teen-centric Habbo, 

Orkut (which is highly popular in India and 

Brazil), Friendster (which remains a major 

player in Southeast Asia) and the massive 

Chinese site Qzone are all hugely popular, 

with larger user bases than perhaps better 

known services such as LinkedIn or Bebo39. 

The myriad smaller specialized and localized 

sites are not only just as vulnerable to 

attack, but also as likely to be both drains on 

corporate time and vectors for data loss. 

Malware attacks on locale – and interest 

– group-specific sites already have been 

observed, such as the  worm, which targeted 

the Renren network of 40 million mainly 

Chinese users in August 2009, posing as a 

video of Pink Floyd’s classic song “Wish You 

Were Here40.” Habbo, formerly known as 

Habbo Hotel, mainly targets teenagers and 

is especially popular in northern Europe. The 

social site has seen numerous thefts of virtual 

goods from users, often using login data taken 

via phishing or harvested by spyware, with the 

latest round of police investigations41 in the 

summer of 2010. 

Some of these sites are significantly 

smaller than the global giants and not 

as well maintained, so the challenges of 

problem solving, vulnerability patching and 

provisioning adequate privacy and security 

controls may be even greater. 
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How site operators can improve security

The hacker who bypassed security and 

harvested data from Twitter in November 

200941 proves that social networking sites 

are just as vulnerable as any other software 

or web resource. The problem of data loss 

via social networks is fed by the willingness 

of users to share too much information with 

too many people. Many sites have woken 

up to the dangers they may present, with 

Facebook introducing a major new range of 

privacy settings in December. Sadly, Facebook 

recommended that users adopt a series of 

new privacy settings that would reveal their 

personal data to anyone on the internet 

forever. Six months later, in May 2010, a 

second facelift was announced under the 

tagline “simplified privacy,” providing a 

selection of privacy options from a single 

control page. However, for many users, this 

was too little too late. A Sophos poll taken 

when the privacy facelift was in the planning 

stages showed 95% of respondents were 

against the changes.43 

Privacy issues became a matter for global 

politicians in 2010, when Australia’s plans 

for internet filtering were openly criticized 

by the US government as contrary to the 

open nature of the web44. Facebook also 

became a political hot potato, with Germany’s 

Consumer Protection Minister writing an open 

letter to Facebook’s CEO45 and data protection 

officials launching legal action against the 

site46, trying to force the adoption of a more 

cautious approach to user detail sharing.

Mitigating the risk

Even with these worries over privacy 

becoming more widespread, the social 

networking boom shows no sign of stopping 

and businesses can no longer hide their 

heads in the sand. Social networking sites 

are now a vital part of many marketing and 

sales strategies. Therefore, they cannot be 

blocked—but they cannot be allowed to drain 

company resources or be used as vectors 

for data loss or malware penetration. A 

unified approach providing sensible, granular 

access control, secure encryption and data 

monitoring, and comprehensive malware 

protection is mandatory for businesses 

to operate flexibly in the modern socially 

networked world. 

Sadly, Facebook recommended 
that users adopt a series of new 
privacy settings that would reveal 
their personal data to anyone on 
the internet forever
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Data loss and encryption 

Corporations around the world faced similar 

problems in the past year: 

•	 November	2009: Rogue employees of 

mobile phone provider T-Mobile share 

data on thousands of customers with rival 

providers48. 

•	 November	2009: Hackers leak emails 

from the Climatic Research Unit at the 

University of East Anglia49. 

•	 February	2010: A US cyclist accused of 

hacking into a French anti-doping agency 

lab, in an apparent attempt to discredit the 

lab’s findings50. 

•	 February	2010: The US FTC warns 100 

organizations that data from within their 

networks had been leaked via P2P file-

sharing systems51. 

•	 May	2010: The website of a Dutch 

transport system is hacked with a simple 

SQL injection attack and personal details of 

168,000 users are exposed52. 

•	 July	2010: Massachusetts-based hospital 

loses backup data files. 800,000 patient 

records exposed53.

To counteract this problem, compliance and 

disclosure regulations are becoming widely 

applicable and restrictive, with businesses 

reporting steadily growing costs involved in 

ensuring their data policy compliance. 

Data leaks lead to broken businesses 

Now more than ever, data is the ultimate business asset. With the sophistication of modern 

cybercriminal gangs, bank details are just as valuable as money itself. Business reputations 

are only as strong as the processes, precautions and protective solutions in place to guard 

company and customer data. A major data leak can break a business and render an institution 

a laughing stock. Large global brands such as TJX have risked losing credibility as well as the 

trust of their customers following the disclosure of major losses of customer data47. 
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Preventing data loss 

Most if not all of these incidents could have been avoided if the companies and institutions 

involved had implemented more stringent data management procedures. The most important 

step in stopping data loss is to encrypt sensitive information, laptops and removable storage 

devices. If data is encrypted with a password, it cannot be deciphered or used unless the 

password is known54. This means that even if all other security measures fail to prevent a 

hacker from accessing an organization’s most sensitive data, he or she will not be able to read 

it and compromise the confidentiality of the information. 

The second step is controlling how users 

treat information, which includes stopping 

any risky behavior, such as transferring 

unencrypted information onto USB sticks 

and via email. In addition, organizations 

should extend their anti-malware 

infrastructure in order to: 

•	 Protect data in motion and data in use 

•	 Guarantee efficient operations 

•	 Ensure that they meet regulatory 

requirements 

The most important step in 
stopping data loss is to encrypt 
sensitive information, laptops and 
removable storage devices
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The web remains the biggest vehicle for malware

The traditional method of maliciously crafted sites luring victims in with promises of rare and 

desirable content continues to flourish, but is now rivaled by legitimate sites compromised by 

cybercriminals to host their wares. Such sites are particularly dangerous because visitors feel 

secure on trustworthy web resources and therefore tend to let their guard down and believe what 

the pop-ups and inserts say. 

Compromised legitimate sites made big headlines in 2009, with SQL injection and malicious 

advertising (“malvertising”) being the main penetration vector for larger, more professional sites. 

Websites that fell victim to malvertising attacks included The New York Times55 and technology 

website Gizmodo56. 

In the first half of 2010, malvertising continued its reign of terror, with the website of 

Minnesota’s Star Tribune newspaper57 and popular online game Farm Town58 struck by 

poisoned advertising feeds pushing rogue anti-virus scams on their readers and players.

Web threats 
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Fake anti-virus and blackhat SEO 
malware stir up trouble 

Many national embassies and consulate 

websites were hacked last year, often putting 

their visitors at risk. Among those affected were 

the Indian embassy in Spain59, Azerbaijanian 

sites in Pakistan60 and Hungary, the Ethiopian 

embassy in Washington DC61, and the 

embassy of the Republic of the Sudan in 

London62. Most of these sites were used to 

serve up fake anti-virus software scams. 

Meanwhile, leaked or stolen FTP login 

credentials allowed hackers to overtake a vast 

number of “mom-and-pop” websites63. Many 

of these compromised sites, like those set up 

with explicitly malicious intentions, attract 

visitors thanks to aggressive SEO techniques 

designed to push links to the top of search 

results. These attacks often take advantage 

of breaking news stories, popular trends and 

major events. 

The US remains the main hosting ground 

for malicious webpages. Although China 

and Russia continue to provide the main 

competition, China’s share dropped 

considerably from 27.7% in 2008 to 11.2% in 

2009. This strong decline leveled out in the first 

half of 2010, with China hovering in second 

place with 10.75%. Russian hosting declined 

more steeply recently, falling from 12.8% in 

2009 to 6.13% over the last six months.

The remainder of malicious pages are scattered 

all over the world, with the major European 

countries dominating the rest of the top 10. 

What	is	SEO,	and	how	are	the	bad	guys	using	it? Search

SEO	stands for search engine optimization, a standard marketing technique used by 
many legitimate firms to help promote their internet presence.

SEO involves careful selection of keywords and topics to result in the display of a 
page when users enter search terms, and manipulation of links between resources to 
increase a page’s popularity and rating in search results sorted based on link rankings.

Cybercriminals use SEO to target trending or popular topics, such as major news 
events or public holidays.

Malicious	sites reference trending search terms and are optimized to maximize traffic 
from search engines.

Custom	tools are for sale on underground cybercriminal forums to generate content 
that seems genuine and to interlink pages across domains for the most exposure.

Page	visitors	are subjected to malware attacks targeting browser vulnerabilities, 
scareware scams and more.

Other 23.30%

Iran 1.53%

Turkey 1.74%

Netherlands 1.76%

Italy 2.09%

United Kingdom 2.41%

France 3.92%

Germany 4.08%

Russia 6.13%

China 10.75%

United States 42.29%

Top 10 malware-hosting countries
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Top 10 malware-hosting countries

Despite user education about safe 
web practices, some users will 
always try to find ways around

Reducing web risks 

To reduce risk, web usage must be screened 

by quality web protection technology that 

can detect malware on hacked websites and 

respond rapidly to newly emerging malicious 

domains and URLs. Those who are tempted 

to try to circumvent the protection should 

be educated about its value and prevented 

from accessing proxies and other security-

bypassing systems. 

Despite user education about safe web 

practices, some users will always try to find 

ways around filters. In this scenario, access 

to proxies should be as carefully monitored 

and controlled as access to malicious or 

inappropriate sites. 

The web can be a dangerous place. But by 

exercising proper care when selecting and 

implementing security technologies, users 

can freely access all the resources they need 

to be productive, while being shielded from 

the ever-growing danger of malicious and 

compromised sites.
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Email malware is far from dead 

Although the web has long since eclipsed 

email as the primary vector for distributing 

malware, threats spread through email 

attachments and embedded links have never 

stopped, and both saw a resurgence in 2009 

that continued into the first half of 2010. 

Email malware attacks traditionally draw 

users in with exciting or controversial subject 

lines, then provide either embedded links 

or attached files for further information. 

Inevitably, these links lead to sites pushing 

malware via exploits while the attachments 

either are Trojans or use vulnerabilities in 

Office or PDF viewing software to execute 

malicious code. 

Email threats 

threats spread through email 
attachments and embedded links 
have never stopped, and both 
saw a resurgence in 2009 that 
continued into the first half of 2010
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Other 9.68%

Mal/TibsPk 1.03%

Mal/Koobface 1.28%

Troj/Agent 1.39%

Troj/ZipCard 3.07%

Mal/FakeVirPk 3.30%

Troj/Invo 5.26%

Mal/EncPk 7.02%

Troj/JSRedir 10.67%

Mal/FakeAV 11.33%

Mal/BredoZp 45.97%

In the second half of 2009, email-borne 

malware such as Bredolab and related attacks 

surged, leading to a significant increase 

in overall infected email. Bredo generally 

disguised itself as invoices for non-existent 

purchases or shipments via DHL64, FedEx65 

or UPS66 to propagate. Some attacks also 

took advantage of the popularity of social 

networking sites, sending zip attachments 

claiming to contain new Facebook 

passwords67. Bredolab remains massively 

dominant in the email-borne malware charts 

in mid-2010 with almost half of all detected 

threats, while rogue anti-malware scams 

pushing fake security products also took 

prominent spots in the top 10.

Some old faithfuls, including W32/Mytob, 

W32/Netsky and W32/MyDoom, lingered 

in the top 20 for 2009 in part due to 

unprotected systems that continued to spread 

infected emails years after initial infection. 

However, these attacks constituted a far 

less significant proportion of the infected 

attachment problem than in previous years, 

and by mid-2010 most had been well 

overtaken by more sophisticated scams, 

including Koobface.

Top 10 malware spreading via email attachment,  

January - June 2010
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Spam

Spam remains an important vector for 

malware propagation. 

How spam spreads 

The majority of spam is sent via botnets of 

hijacked systems in the homes and offices of 

innocent users who are unaware of their role 

in the global spam problem. Botnets represent 

a valuable resource for hackers, as do the 

hosting services that provide cybercriminals 

with server space and bandwidth to host 

their websites and control centers. Webmail 

also continues to be a vehicle for spammers 

despite the efforts of webmail providers 

to ensure their users are not automated 

bots. Unfortunately, a leaked list of logon 

credentials was discovered in October 2009 

that allowed access to tens of thousands of 

accounts at Hotmail68, Gmail, Yahoo! Mail, 

AOL and other popular webmail services, 

which proves that spammers continue 

to develop sophisticated techniques69 to 

circumvent controls. 

The US once again leads the field of spam-

relaying countries, contributing 13.81% of 

the world’s spam traffic in the first half of 

2010. The new “Tiger” economies of India 

and Brazil are the only others to break the 

5% barrier in the last six months, with their 

massive populations coming online and 

clearly lacking the protection needed to keep 

their systems free from spamming malware. 

But with more mature major economic 

powers such as South Korea, Germany, 

France and the UK also featuring in the top 

10, it’s clear that wealth and technological 

advancement are no guarantee of safety.

In continental terms, Europe edged ahead of 

Asia in the first half of 2010, up from 25% 

in 2009 to 32.83%, while Asia dropped a 

couple of points to 32.64%. North America 

held on to third place, also dropping a couple 

of points. The increase in Africa’s contribution 

to the spam problem noted in 2009 

continued with further growth to 2.6% of the 

overall flood of unwanted email.
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Other forms of spam 

Instant messaging (IM) has become a 

serious vector for spamming, and social 

networking spam has also seen a boom70. 

Spammers use hijacked user accounts to 

message others with phishing or malware 

links, or take advantage of specific interaction 

methods of sites such as Twitter, which has 

seen spammers following real users to trick 

them into trusting them and following their 

obfuscated links. 

Forum and blog comment spam has 

continued to be a problem, with many sites 

defaced with automated messages and 

carefully crafted attacks71. Although sites 

that are trying to build an active community 

of participants prefer to allow unmoderated 

comments, this option will become untenable 

unless strong protection against spam 

comments is in place. 

In January 2010, the IPv6 internet protocol 

was used by spammers for the first time as a 

method of delivering unsolicited email72. 

Other 42.88%

Romania 2.41%

Poland 2.44%

Russia 2.99%

Vietnam 3.06%

Italy 3.27%

France 3.52%

Germany 3.54%

United Kingdom 3.72%

S Korea 4.58%

Brazil 6.27%

India 7.51%

United States 13.81%

Dirty dozen spam-relaying countries Spam by continent

Other 3.62%

South America 13.34%

North America 17.57%

Asia 32.64%

Europe 32.83%
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Malware: A money-making machine 

Malware remains a lucrative business; and 

because of this, cybercriminals put serious 

resources behind it. 

One key profit-driven malware trend of 2009 

was the boom in “scareware,” or fake AV 

scams. These attacks prey on IT security fears 

and fool users into believing their computer 

has a problem when it does not. Typically, 

scareware is planted on websites in the 

form of pop-up advertisements or disguised 

downloads. There have also been occasions 

when hackers have spammed out scareware, 

or links to it, using traditional social 

engineering tricks to fool users into clicking 

on the attachment or link. These fake product 

scams continued to be a major threat in the 

first half of 2010, with detections featuring 

heavily in records of both web-based and 

email-borne spam.

These and other scams have taken advantage 

of the full gamut of vectors to reach new 

audiences: links sent out via email promising 

lottery winnings73, malvertising surreptitiously 

planted on legitimate sites74 or even paid 

for75, messages spread via social networking 

sites such as Twitter or Facebook, and— 

most deviously—the use of search engine 

optimization. 

SEO attacks draw users searching for trending 

news stories and events, such as the deaths 

of pop stars or actors, whether real or only 

rumored, and even genuine security scares. 

These malware threats are generally web borne, 

reached via email links or subverted search 

engine results, and this vector is now by far 

the dominant method of spreading malware. 

Malware 
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IBM was the latest firm to suffer 
embarrassment when drives 
that it distributed at a security 
conference in Australia were 
found to be infected

Adobe Reader: A key malware target 

A broad range of documents are provided 

in PDF format, making Adobe Reader a 

standard part of most users’ software battery. 

This has made the product and others in the 

company’s range of popular packages a prime 

target for hackers. 

In an effort to counteract the increased focus 

on Reader and Acrobat software, Adobe began 

issuing its own set of security advisories on a 

routine basis in 2009, with updates provided 

at least every three months. In the spring of 

2010, Adobe took another step forward when 

it added automatic updating features to the 

latest versions of its products76– but for many 

these may be unlikely to take effect until a 

new computer is bought or set up, with large 

numbers of users still running older versions of 

the products lacking the automated patching 

features. Adobe’s product range has continued 

to be a popular target, with new vulnerabilities 

found77 and exploited78 throughout the first half 

of 2010.

The need for users to keep their software up to 

date has become more vital than ever. In some 

cases, doing so has become more difficult 

because other providers have, knowingly 

or otherwise, included insecure out-of-date 

versions of Adobe products with new versions 

of their own software or OSs. The lack of a 

centralized version management tool has also 

proved problematic for businesses, making 

it difficult for admins to keep track of what 

versions and patch levels are running within 

their networks without specialist tools79. 

Plug and-play: Plug and pay?

Once the first USB memory sticks appeared 

on the market, they were immediately seen 

as an ideal vector for spreading by creators 

of malicious worms, replacing the outmoded 

and dying floppy disks and the less easily 

infectable CDs and DVDs as the main means 

by which data is transferred from system to 

system physically rather than via network 

links. AutoRun worms quickly blossomed, 

taking advantage of the various AutoRun 

and AutoPlay functions in Windows, which 

continue to draw criticism despite some 

adjustments in the most recent versions of the 

operating system.

The Conficker worm, which made big headlines 

in 2009, was yet another big player in the sad 

history of autorunning malware, passing on its 

infection from user to user as thumb drives and 

other devices were swapped and shared. In 

2010, the diversification of devices attaching to 

computers via USB connections makes it seem 

inevitable that a rise in malware transmitted 

via these new devices will swiftly follow. In 

the past, GPS devices and iPods transmitted 

malware; in 2010 we have also seen infected 
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cameras80, while the good old thumb drive 

remains a favorite. IBM was the latest firm 

to suffer embarrassment when drives that it 

distributed at a security conference in Australia 

were found to be infected with two separate 

pieces of malware81. 

Although headlines are made when major 

companies and product developers ship 

infected hardware from their factories, the 

same threats affect everyday people at a 

much smaller level. Transferring devices from 

one system to another brings with it the risk 

of transferring infections. Even something as 

simple as taking a thumb drive full of photos 

to the local shop to get some prints made 

can be dangerous. Do consumers know what 

security procedures their local photo printer 

has in place? As more people start to carry 

connectable devices—from smartphones, 

music players and GPS devices to cameras, 

portable hard drives—USB devices and SD 

cards are fast becoming the Typhoid Marys of 

the digital age. Most recently, scientists have 

shown the potential of the USB connectivity 

system to allow rogue devices to bypass 

normal security on systems to which they are 

connected, to harvest data and pass it on82, 

while a new vulnerability has been exploited 

in the wild allowing malware to run without 

intervention from USB devices, even when 

AutoRun and AutoPlay functions are disabled83. 

Malware growth shows  
no signs of slowdown

Despite the global economic problems of 

the last few years, the cybercrime economy 

has continued to boom. Malware—the 

workhorse behind most forms of online and 

digital crime—has been produced at an ever-

faster rate, as criminals try to keep ahead 

of detection by security solutions. Sophos’s 

global network of labs received around 

60,000 new malware samples every day in 

the first half of 2010; every 1.4 seconds of 

every day, a new malware sample arrives. 

USB memory sticks were ideal 

for spreading malicious worms
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Windows 7

In late 2009, Microsoft released its latest 

operating system, Windows 784, putting itself 

on the firing line for future malware attacks. 

Overall, Windows 7 provides a more secure 

environment, but there is still room for 

improvement. When the first few versions 

of Windows XP came out, there were some 

much more serious issues than those seen 

with Windows 7—and many were fixed 

with Service Pack 2. Microsoft has already 

announced the first service pack for Windows 

7, due to reach beta stage in July and full 

release later in the summer. However, few 

major adjustments are expected, with the 

bulk of the pack comprising the numerous 

security fixes already released as part of the 

Patch Tuesday program.

Usage statistics show a steady uptake of 

the new OS; it is rapidly catching up with 

Vista85 and looking certain to overtake it as 

more new machines come pre-installed with 

Windows 7 and as older operating systems, 

including the no-longer-supported XP SP2, 

fade away. Malware creators already have 

begun honing their attacks to specifically 

target Windows 7, particularly the ubiquitous 

rogue security solution scams86, and this 

trend will continue as the platform and its 

users become an ever larger target.

No OS is risk-free

Malware creators already have 
begun honing their attacks to 
specifically target Windows 7
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Soft but significant targets 

Apple’s release of Mac OS X v10.6, or Snow 

Leopard, brought the tacit acknowledgement 

by Apple that malware does affect its platform 

when it introduced rudimentary anti-malware 

protection87. Although Snow Leopard only 

prevents installation of a small selection of 

known Trojans via a limited set of vectors, it 

does show a slight thaw in Apple’s attitudes 

toward malware. 

With the release of Snow Leopard, the need 

for patching software and keeping up to date 

with the latest vulnerabilities emerged88. The 

Snow Leopard build included a version of 

Adobe’s Flash Player software that contained 

a known vulnerability, and one that had 

been previously patched by Adobe. Because 

Adobe Flash vulnerabilities are widely 

targeted for exploit attacks from malicious 

or compromised websites, this could have 

opened up users to attack when they rightly 

believed they were protected. 

A few months later in June 2010, Apple 

issued a fix to protect against a backdoor 

Trojan horse that allowed hackers to gain 

remote control over users iMac or MacBook89. 

All of these security isssues hammers home the 

message to Mac users that they cannot afford to 

depend on their operating system’s reputation 

for safety. Anyone can be tricked by subtle 

scams, and running quality, up-to-date anti-

malware software is by far the safest option. 

Like everyone else, Mac users need to stay 

on their toes and give their security the 

priority it deserves. 

The Snow Leopard build included 
a version of Adobe’s Flash Player 
software that contained a known 
vulnerability

Apple 

ADOBE 
FLASH PLAYER

Adobe® flash®
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Apple’s	iPad	and	the	tablet	revolution

Apple’s much-vaunted iPad promises to revolutionize the way people use 

computers. Although early models are little more than an enlarged iPod touch, 

the initial takeup and popularity of the devices indicate that perhaps the time 

has finally come for the tablet form to compete with the netbook and the 

smartphone for the mobile computing market share. The huge interest in the 

new devices was hijacked by cybercriminals, with offers of free iPads flooding 

email inboxes90 and social networks91 – almost all of them leading to phishing, 

malware or scams.

Perhaps in part due to the upturn in security problems in Adobe software, but 

officially merely to avoid inefficient and power-draining technologies, Apple has 

resolutely refused to allow its mobile devices to run Flash applications. News 

emerged in summer 2010 that “frashing,” a technique for persuading unlocked 

iPhones to run Flash, has been made possible on iPads too. As this is likely to 

encourage more owners of the devices to unlock and hack their machines to 

enable access to a wider range of content, it brings the promise of more threats 

targeting those who have chosen to bypass some of the lockdown security 

features built into the devices. Legitimate snoopware products already are being 

marketed for the iPad, with unlocking required92. 

Many hardware manufacturers have responded to the iPad launch with 

promises of matching devices coming soon, and a tablet-ready version of 

Windows 7 is already well advanced. This combination of full-scale computing 

power and always-on, anywhere-anyplace-anytime connectivity with a more 

casual attitude, the potential for deception and the sloppiness of a finger-

powered control system also brings with it potential dangers. Surely premium 

rate connection scams and swipe-logging Trojans will be with us in no time.

The huge interest was hijacked by 
cybercriminals ofering free iPads

almost all of them leading to 
phishing, malware or scams
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Mobile devices

Mobile devices achieved ever deeper market 

penetration in 2009, with the spectacular 

growth in the user base of Apple’s iPhone 

fueling a massive surge in more advanced 

and sophisticated devices from many vendors. 

Even without truly common or widespread 

malicious attacks, mobile device users are 

still vulnerable to social engineering attacks 

phishing their sensitive data: 

•	 Touch screens and small displays can 

assist tricksters by limiting the information 

available to users, leading users to accept 

deceptive offers. 

•	Mobile devices are also commonly lost 

or stolen. If not properly secured and 

encrypted, hackers can access the data 

that’s stored on them.

Even without truly common or 
widespread malicious attacks, 
mobile device users are still 
vulnerable
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BlackBerry malware 

The leading mobile device brands at the 

moment remain the BlackBerry and the 

iPhone, and their user base remains largely 

divided between corporate and home users. 

The BlackBerry was designed with security 

much more at the fore and consequently 

remains the choice for most business purposes. 

Nevertheless, flaws have been found. 

For example, in 2009, a vulnerability in PDF 

processing was found that could allow code 

to run on servers hosting BlackBerry services 

if BlackBerry users attempted to open 

malicious PDFs93. A similar problem emerged 

– and again had to be patched by BlackBerry 

developer Research In Motion (RIM – just a 

few months later94. 

iPhone malware 

There is still a need for user education as 

some iPhone users and members of the Mac 

community believe Apple’s built-in security 

to be impenetrable, despite clear evidence to 

the contrary. Theoretical attacks on devices, 

generally focused on exploiting vulnerable 

software, have already been posited by 

researchers. 

Standard iPhones are sold with a locked-

down operating system, allowing only 

approved software to be installed. However, 

not all users are content to limit themselves to 

the capabilities of these locked-down phones, 

and unlocking, known as “jailbreaking,” 

has become a fairly common practice. The 

dangers of this were brought to the fore in 

November 2009 with the Ikee worm that 

spread in the wild95. 

Subsequently, more malicious attacks on 

jailbroken iPhones highlighted the risks posed 

by unskilled users hacking their devices. Apple 

continues to notify users that jailbreaking 

violates the user agreement and engaging 

in this activity places the user at risk. But as 

ever-more-tempting new features are made 

available only to unlocked phones, such as 

the “Frash” hack announced in June 2010, it 

looks likely that unlocked phones will pose a 

significant problem in the future96. 
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Google Android

Google’s Android OS has taken a strong 

position as the alternative to the big two, 

lacking the business focus of the BlackBerry 

range but competing closely with the 

iPhone for the personal slice of the market. 

Early Android malware was already being 

encountered in January 201097, and 

theoretical threats and threat vectors continue 

to be proposed and investigated. In March, 

researchers tricked thousands of smartphone 

users into joining a demonstration botnet98 

of iPhones and Android-based devices, while 

in the summer the potential for rootkits on 

Android phones was discussed in depth 

by security researchers99. The Android 

marketplace is not as closely monitored as 

Apple’s and it adopts an “anything goes” 

philosophy. Combined with the steady growth 

in Android use as the sophistication of 

available devices catches up with the iPhone, 

this may make the platform more attractive to 

cybercriminals in the future. 

Other Linux-based mobile operating systems, 

such as the webOS running on the Palm 

Pre and MeeGo (formerly Maemo), Nokia’s 

plan for a new mobile platform, bring the 

likelihood of Linux-targeting mobile attacks 

another step closer.

Windows 7 phones

Microsoft has not given up the battle with 

Apple and Linux for control of the smartphone 

market. In the spring of 2010, a new 

generation of Windows smartphones began 

to appear. The full release of Windows Phone 

7 is expected in the fall. Whether the security 

problems of full-blown Windows platforms 

will be sufficiently addressed on the new 

platform remains to be seen; but with the 

browser being based on Internet Explorer 

and Adobe apparently working hard on Flash 

integration for the new platform, malware 

problems seem inevitable.
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Users remain the attack vector of choice

With the blossoming sophistication of mobile 

devices bringing them close to the level of 

flexibility offered by full desktop systems, the 

range of applications they can run continues 

to expand exponentially. As more users 

inevitably take advantage of smartphones to 

access their social networking and banking 

accounts, the temptation for hackers to exploit 

systems may become greater. However, the 

diversification of the market makes it a moving 

target for the bad guys. A few years ago, when 

the smartphone market was overwhelmingly 

dominated by Symbian-based devices, 

Symbian security flaws were heavily targeted 

– indeed new threats continue to emerge for 

Symbian users100. A major new version of the 

Symbian platform has been promised for some 

time, but its release will be a very different 

affair than that of the previous edition, with an 

array of platforms and approaches on offer and 

steadily eating into its market share. While for 

now this means that malware creators do not 

target any single platform en masse, there are 

still plenty of bad guys hard at work on finding 

ways around security features and new exploits 

for both the software and the users.

One thing is certain: Whatever protective 

features are put in place, users will remain 

vulnerable to social engineering and – as 

devices become more feature rich and 

valuable, and especially as direct mobile 

payment becomes more mainstream—simple 

theft. The future may well be mobile, but it 

certainly will be fraught with cyberdanger. 

As more users inevitably take 
advantage of smartphones the 
temptation for hackers to exploit 
systems may become greater.
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The threat grows on…

At the start of 2010, we surveyed the events 

of the last decade and saw many trends and 

patterns – most of them headed upward 

toward more widespread, more diverse and 

more sophisticated dangers. Six months 

on, these patterns are clearly continuing. 

Cybercrime has become an established part 

of online life, impacting businesses and 

private individuals alike. Issues of privacy 

and the protection of sensitive data remain 

paramount as people share more and more, 

often without considering the potential 

value of the information they are making 

public. Malware and spam continue to flood 

networks, with the combination of the two 

making a comeback in the recent upsurge 

in spammed emails bearing malicious 

links. Issues of trust have become central to 

business, as online trading becomes a more 

important part of the economy while user 

faith in the safety of the web is eroded by 

every story of leaked data. 

In response, businesses are required to 

make much greater efforts to ensure the 

security of their networks and their data, 

protecting themselves from external malware 

and hacking attacks as well as leakage 

from within. Encryption is becoming a more 

vital part of any corporate IT policy. Anyone 

running a website needs to keep that safe 

too, addressing vulnerabilities in software 

and other potential loopholes that could allow 

the bad guys to compromise their site and 

harvest data or push malware on their visitors. 

Maintainers of social networking sites – who 

may seem more interested in growing their 

user numbers than keeping the data they hold 

secure –  are coming under greater pressure 

Issues of privacy and the 
protection of sensitive data 
remain paramount as people 
share more and more



33

Security Threat Report: 2010

to pay due attention to security and privacy 

matters. Security providers are investing in 

sophisticated expert systems and turning to 

the cloud to enable broader, deeper, faster 

protection against the proliferation of threats.

Cybercrime has entered a third age, maturing 

from a geeky hobby and then a money-

making enterprise to become a global 

political, industrial and perhaps even military 

tool. In cybercrime the user remains the 

ultimate target; the growing sophistication of 

social engineering techniques used to trick 

and deceive victims mirrors the growing 

complexity and diversity of technological 

methods. Education remains an important 

tool, but it is far easier to patch a vulnerability 

in a piece of software than one in a user’s 

brain. Technology – in particular, security 

solutions but also other types of software, 

websites and operating systems themselves 

– must continue to evolve and improve to 

help prevent users from making potentially 

dangerous decisions as well as mistakes that 

could expose themselves, their data, their 

money, their systems and their networks to 

exploitation by the bad guys.

Cybercrime has entered a third 
age, maturing from a geeky 
hobby and then a money-making 
enterprise to become a global 
political, industrial and perhaps 
even military tool
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