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ABSTRACT

Java memory analysis is one of the most challenging disciplines in all of
performance management because of the nature of Java memory leaks. As Java
memory leaks are, in essence, a reference management issue, there is no hard and
fast way to easily identify them. In C/C++, a memory leak is more definitive for a
profiling tool to identify because orphaned memory is definitively a memory leak.
Objects in Java that are growing boundlessly may or may not truly be memory
leaks, but may behave as expected for the first few (or even first few hundred)
megabytes.

In this paper, | delve into the world of Java memory leaks and present an easy-to-
follow process that will help you navigate the Java Virtual Machine heap and find
memory leaks. Then, by employing state-of-the-art tools, I demonstrate how to
analyze that information, not only to identify objects that are leaking, but to
understand why they are leaking, who’s holding onto their references and what
needs to be done to resolve them.
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INTRODUCTION

Memory analysis, and specifically identifying the root cause of memory leaks, is one
of the most challenging concerns that Java administrators, architects and
developers face. Java memory leaks are not like their C++ predecessors, as
illustrated in Figure 1.
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Figure 1 Java Versus C++ Memory Leaks

A C++ memory leaks occurs as follows:

1. An application allocates memory, such as through a call to malloc(), and
assigns that memory to a variable

2. The variable is either set to null, assigned to another memory region, or
goes out of scope without first releasing the memory, for example by
invoking free()

3. The memory has been allocated, but not freed, so it has been “leaked” into
the application’s process space

Java avoids these C++ style memory leaks through garbage collection by a process
called the “reachability test”. The reachability test performs the following steps:

1. When garbage collection begins, the garbage collector identifies all objects
in the “root set”, which essentially consists of all objects visible by all live
threads

It traverses across all references maintained by each root set object

It repeats the process for all object references until it finds leaf objects
(objects that do not reference any other objects)

4. During this process, it maintains an internal array that maps to all memory
locations in the heap: when it finds a path from the root set to an object, it
“marks” the memory spaces used by that object
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5. Once the reachability test has completed, it “sweeps” the heap, or frees all
memory locations that have not been “marked” by the reachability test

6. Finally, if the heap is measurably fragmented, it “compacts” the heap, or
defragments it

In short, if there is not a path from the root set to an object, such as in the case of
a C++ style memory leak, the memory is reclaimed by the Java Virtual Machine. So
if the garbage collector eliminates C++ style memory leaks, then why are we so
concerned about memory leaks in Java?

Garbage collection, and specifically the reachability test, is a double-edged sword:
while it ensures that if there is not a path from the root set to an object that the object
is collected, it also ensures that if there is a path from the root set to an object, that it
is not collected. And that is what constitutes a Java memory leak: a path exists from
the root set to an object that the application does not intend to exist.

Essentially, a Java memory leak is a reference management issue. All objects,
except primitive types and wrapper classes, are references to objects, and actions
like adding objects to Collections classes increases the number of references to an
object. For example, if you create an object, add it to an ArrayList, and then delete
your reference (by setting your reference to null), the ArrayList maintains a
reference to your object. In most cases this is what you want (otherwise you would
not have added it to the ArrayList), but the problem occurs if you never remove it
from the ArraylList. It is common for an application to retrieve an object from a
collection class by calling one of its get() methods, using the object, and then
discarding the object, fully believing that the object will be deleted.

Unfortunately, the get() methods return new references to objects, so when the
application deletes its reference, the collection continues to maintain a reference,
which means that the garbage collector cannot reclaim it. Calling remove() on the
collection class is the only effective way to remove an object from the collection
class and delete its reference.

There are two approaches to addressing memory leaks:

e Proactive

¢ Reactive

Several of my other white papers on memory analysis have focused on the
proactive approach: examine memory usage at a unit test-level and resolve
memory issues as they are introduced into an application. This process involves
capturing snapshots of a Java heap before and after a unit test runs and then
analyzing the differences between the two snapshots. This is very effective
methodology whose importance cannot be emphasized strongly enough. However,
what should you do if you need to identify the root cause of a memory leak in an
existing application?
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If you are thrust into an environment that has a memory leak or your proactive
measures did not detect the memory leak then you are forced to engage the
situation using reactive strategies.

This paper explores memory leaks from a reactive standpoint: it provides you with
a strategy for identifying the root cause of a memory leak in an application that you
may have already deployed to production.
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MEMORY ANALYSIS STRATEGY

It would be nice if you could simply point a tool at your production environment and
analyze every object in your heap, including tracing information such as what line
of code created it, what objects are referencing it and what objects it is referencing.
Unfortunately, the overhead to gather all of this information in an application
handling production load is too great, so you are going to need to recreate a
memory leak in a development environment.

In order to recreate a memory leak in a development environment, you are going
to need to reproduce a scaled down version of what your users are doing and
subject your application to a light, but still significant, amount of load. Here is an
outline of the whole process:

Analyze the behavior of your users

Construct load scenarios that mimic your users’ behavior

Start your application server in a mode that supports performance analysis
Capture a snapshot of your heap (without tracing information)

Subject your application to a “light” version of the load scenarios

Capture another snapshot of your heap (to compare with the first one)

Enable tracing

® N O A ODNRE

Subject your application to the load scenarios using a single user running
multiple times

9. Capture a heap snapshot (with tracing information)
10. Analyze the heap differences to find good starting points for analysis

11. Analyze the heap trace-enabled snapshot

In this section | review the pre-analysis steps (1 and 2) and in the next section |
describe, in detail, how to run the test and perform the analysis.

Analyzing User Behavior

Before you can mimic what your users are doing, you need to fully understand what
they are doing and in what proportion they doing it. | refer to this as constructing
“balanced and representative” service requests. Balanced means that in the load
you simulate, the proportion of different service requests matches that of your
users. For example, if a user logs in once, reads 10 articles, and logs out, then your
load test should balance the requests as follows: 1 login to 10 articles to 1 logout.
Representative means that you are reproducing the top 80 percent or more of your
users’ actions. It is important to generate balanced and representative service
requests because these are the actions that your users are performing to cause the
memory leak.
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Definition: a service request is any action that triggers your application, such as making a
Web request or putting a message on a message queue.

Identifying user behavior is actually much easier than it may appear. If your
application is Web-based and accepts standard HTTP requests, then your best
option is to review access logs. Most Web servers and application servers provide a
mechanism that can be enabled to log user requests. There are several commercial
as well as free tools to help you analyze those logs. For example, Quest Software
has a freeware product called Funnel Web Analyzer that can help you sift through
access logs. The purpose is to sort user requests by their execution count to
identify the top 80 percent of requests and then compute the balance of those
requests based on their relative execution counts.

If your application is more complicated and you are not able to differentiate
between service requests by their Uniform Resource ldentifier (URIs) alone then
you may need to employ an end user management solution. Foglight’'s end user
management solution allows you to dissect requests based on the payload
contained within a request.

Regardless of how you obtain the data, the important thing is that you need to
obtain this information to be able to reproduce your users’ behavior.

Constructing Load Scenarios

With balanced and representative service requests in hand, you are ready to
construct load scenarios. There are several commercial and open source load
testing tools — if your company has one then use it, if not, then consider an open
source tool from Apache called JMeter. JMeter does a very good job of generating
synthetic Web requests that either GET data from a server or POST data to a
server. JMeter allows you to create load scripts manually if you know the URLs or
you can record your own web actions using JMeter’s proxy server. Finally, JMeter
supports distributed load testing, which means that you can install JMeter on
multiple machines and control all of them from a single workstation. | use JMeter in
the example in the next section.

& If you want more information about using JMeter, | wrote a detailed article series
on Load Testing and specifically on using JMeter on InformIT.com.

During a load test in a development environment, | would not recommend
increasing the load beyond 10 users—you can if you need to, but be aware that
while a development machine is powerful, you may have dozens of other
applications (such as your IDE) running and you do not want to bring your machine
to a standstill. Additionally, most load testing tools allow you to configure “think
time” between requests. This is the amount of time that you would expect a user to
read your page before clicking on another link. If you ignore think time, then your
10 user load could easily crash your application.


http://www.quest.com/funnel-web-analyzer/
http://jakarta.apache.org/jmeter/index.html
http://www.informit.com/guides/content.aspx?g=java&seqNum=267
http://www.quest.com/application-monitoring-capabilities/end-user-management.aspx
http://www.quest.com/application-monitoring-capabilities/end-user-management.aspx
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MEMORY ANALYSIS IN PRACTICE

In this section | present a sample application based on the Spring framework and
Spring MVC (Spring’s Model View Controller Web architecture) that runs inside
Tomcat and is experiencing a memory leak. The following outlines the process for
identifying the root cause of the memory leak:

Configure Tomcat to work with Quest Software’s JProbe
Start Tomcat and take a baseline memory snapshot
Load test the application

Take a subsequent memory snapshot

Enable code tracing, object allocation data, and garbage collection data

o 0k wbhPRE

Load test the application with one user walking through the load scenarios
five times

Capture a detailed memory snapshot

Analyze the results

Sample Application: GeekNews

The sample application is a mini Content Management System (CMS) called
GeekNews. GeekNews presents a list of article summaries on the homepage and
article content on a drilldown page, see Figure 2. It is built using Spring and Spring
MVC and we recently added a caching layer that sits between the GeekNewsService
bean and the underlying data access object to improve performance. The problem
is that we outsourced the development of the caching layer to John, a recent
college graduate, that, while very good at writing code, does not understand the
potential problems with memory management. When the new cache-equipped
GeekNews application was launched to production, within two days the application
ran out of memory and we experienced the dreaded java.lang.OutOfMemoryError!
Now we have to find it...

@\ This application was built for JavaWorld.com in an article series | wrote on Spring
MVC. If you are interested in learning about Spring MVC, or you just want to see
how this application was built, please visit www.javaworld.com.


http://www.javaworld.com/
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Another Great Article, Part II

By Steven Haines on Mar 10, 2009 9:00:00 PM

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Nunc at tellus non nunc semper suscipit, Class aptent taciti
sociosqu ad litora torquent per conubia nostra, per inceptos himenaeos. Integer ipsum lacus, dictum at, condimentum
nec, consectetur et, felis. Ut ac massa. Vivamus tincidunt nisl at sem. Nunc nec guam. Vivamus tempor leo at magna.
Duis justo eros, bibendum pulvinar, sodales vel, auctor et, massa. Cras tortor ipsum, ullamcorper sit amet, ormare a,
fringilla sit amat, nisl. Quisque id sem. Morbi semper. Proin tristigua, justo sed lacinia pretium, tortor odio hendrerit risus,
vitag imperdiet odio quam in diam, Vivamus at nulla ac mauris lobortis malesuada. Pragsent posuere nunc nec mauris.
Maecenas lorem nulla, faucibus at, feugiat vel, auctor id, lectus.

Mulam lacus neque, rutrum sit amet, semper sit amet, consequat vehicula, felis. Cras
ornare mi. Etiam id enim a lacus laoreet convailis. Nam ante enim, vestibulum ac, dapibus
sit amet, tempor n, turpis. Cuisque tincidunt. LR eget arcu. Quisque tellus nisl, vestibulum
nec, eleifend vitae, varius et, ipsum. Suspendisse lectus. Morbi wma quam, lacinia in,
posuere vel, laoreet at, felis. Duis et sem non tortor varius lacreet. Quisque eros nisi,
fringilla id, aliguet in, suscipit vel, magna. Mullam neque lorem, eleifend id, mattis
viverra, auctor egestas, nisl. Vestibulum neque sem, egestas vel, egestas quis, sodales eu,
metus. Phasellus egestas eros nec ipsum. Duis dolor dolor, pellentesque in, tristique sit
amet, tmcidint non, muc. Fusce porttitor magna at velit. Nidla ac est eget felis faucibus
placerat. Duas fermentum. Ut vehicula.

Cras volutpat malesuada nibh. Nullam sem velit, facilisis ut, tincidunt sit amet, tincidunt eget, massa. Proin sagittis,

Figure 2 GeekNews Mini CMS Application

Introducing JProbe

JProbe is a code, memory, and coverage profiling tool developed by Quest Software
that allows us to perform each of the aforementioned steps. It provides an
extremely low overhead mode in which it does not trace any information, but still
allows you to capture heap snapshots—which works perfectly for the load testing
phase of our analysis. Furthermore, it provides very detailed memory analysis
capabilities that allow you to trace an object down to the line-of-code that allocated
it — which allows us to trace down the root cause of the memory leak.
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Integrating JProbe with Tomcat is a simple task: when you start JProbe, choose
“New Settings/Configuration” and add a new configuration for Apache Tomcat (and
your version.) It will prompt you for your Tomcat installation directory and startup
script (which is usually catalina.bat or catalina.sh) and then it will prompt you for
your WAR file(s) so that it can configure filters from which to analyze your code.
Next, you need to choose a JProbe Analysis type: memory, performance (code), or
coverage — choose “Memory”. The end result is that JProbe will create a new
startup script for Tomcat that causes it to listen for JProbe connections and capture
traces and snapshots. For example, in my environment it created a
startWithJProbe.sh file that is a replacement for catalina.sh. Therefore it is launched
as follows:

./startWithJProbe.sh start

The JProbe reference documentation is your authority on setting up these
configurations, but Figure 3 shows a screenshot collage of the wizard pages to
perform these steps.

b L L e L i et
Define a Hew Configuraian

tdes S QRGNS izcle
Selact 3 JProbs Analyee

Figure 3 Setting up a JProbe Tomcat Configuration

Launch Tomcat with your modified script and attach to it with JProbe by pressing
the “Attach to a Running Session” toolbar button:

¢» ¥

s Mdattach to a Running Session I

=
|M'—IJ. 7 =T TT L]

Figure 4 Attach to a Running Session Toolbar Button
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Before starting the load test, ensure that data recording is off by pressing on the
“Specify What Data to Record During the Session” toolbar button in the “Runtime
Summary” tab (far right):

SEDRECoraing nevers =
or All Instances

() Record Allocations and Stack Traces For All Instances

() Record Allocations, Stack Traces, and Garbage Data For All Instances

() Record Data as Specified in the Table Below
B[Categury or Pattern “Action ]
M ** exclude

|Ok Cancel Helpl

Figure 5 Telling JProbe not to capture data (yet)

Finally, capture a baseline snapshot from that same toolbar:

S Re| 27 REH OO

Figure 6 Take a Snapshot Toolbar Button

Performing the Load Test

With JProbe watching Tomcat with data recording turned off and a baseline
snapshot, you’re ready to start the load test. If you're following along with me
using JMeter, Figure 7 shows two screen snippets: the load configuration to
generate 10 concurrent users executing the service requests five times each and
the summary report, showing the results of the load test.

10
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¢ Read Article
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summary Report
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Thread Group
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Thread Properties

® Continue

) Stop Thread ) Stop Test

Number of Threads (users): \10

Ramp-Up Period (in seconds): \10

Loop Count: [ Forever |S

[]scheduler

File Edit Run Options Help

7 & TestFlan

¢ L virtual Users
m HTTP Request Defaults

[} ‘(' Homepage

o

Q’ Uniform Random Timer

9 ‘Z’ Read Article
L\, Uniform Random Timer

Summary Report

|35| workeench

Summary Report

Name: iSummary Report

Comments:

Write results to file / Read from file

Filename

| | Erowse..

Log/Display Only: [ Errors [ |Successes | Cor

Label # Samples Average Min Max Std. Dev.
Homepage 50 15 B 44 7.49
Fead Article 50 14 5 72 9.91
TOTAL 100 15 5 72 B.83

Figure 7 JMeter Running a Load Test

Recall that in the load test we want to generate a decent amount of load, but within
the constraints of what a development environment can handle (one machine with
JProbe, an IDE, Tomcat and a load tester.) You can, however, setup Tomcat on a
separate machine and connect to it remotely with JProbe, so there is nothing
stopping you from generating massive load. If the simple approach works, then
great, but if you still cannot reproduce the memory leak on your local machine,
then you may need to setup a distributed environment and connect remotely.

In this test, the 10 users executed two requests five times each, which resulted in
100 total samples. After this load test is complete, we need to do the following:

1. Capture another memory snapshot, which we’ll use later for snapshot

differencing

2. Reconfigure JMeter (or your load test tool) to launch the same test with
one virtual user (set “Number of Threads (users)” to “1” in Figure 7)

3. Reconfigure JProbe to record detailed information by selecting “Record
Allocations, Stack Traces, and Garbage Collection Data For All Instances”
from the “Set Recording Level” dialog box (see Figure 5)

11
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Analyzing the Results

After launching the load tester with one user, capture a final snapshot so that we
can analyze the results. At this point you have two options:

1. Dive into the detailed snapshot and start hunting around

2. Calculate the difference between the first two snapshots so that you know
where to start your investigations.

Hopefully the load test will call significant attention to the memory leak, but in case
you need some help determining where the start, let’s first ask JProbe to calculate
the difference between the two memory snapshots that we captured during the load
test (one before and one after the load test.)

To have JProbe compute the differences between two heap snapshots, right-click on
the second one and choose “Snapshot Differencing...” It will prompt you to select a
“Baseline Snapshot” from which to compare, so choose the first one and press
“OK”. JProbe will open the “Memory Difference” tab, which allows you to see the
difference between the heap before the load test started and after it completed.
Figure 8 shows an example of the snapshot differencing.

& Welcorne * | Buntime Summary * | & Memery Difference *

Baseline: gecknews Other: gesknews_1

Percentage Size Change: Recorded --% | Heap 14.60% | Dead --%

Filter Classes |* = [1011/1011]

hame Recorded Count | Heap Count®| Recorded Memary | Heap Memory | Dead Count | Dead Memory ”

Total 3.917 754.168

java.lang.Stnng - 843 - 20,232 - - |
char[] - B27 - 428.080
javalang.String [ ] 449 14,744
java.util. HashMap$Entry = 217 - 7.608
javalang.Class - 300 - 122,200
java lang.nteger - 70 - 4,320
java.util Locale 154 4528
org.apacha catalina.loader RasourceEntry - e - 3,120

java.util Date - 77 - 1,848

Figure 8 JProbe Performing Snapshot Differencing

The snapshot differencing can be sorted by the number of objects added to the
heap (“Heap Count”) or by the amount of memory used by those objects (“Heap
Memory™). In Figure 8, there were 843 new Strings added to the heap, which
accounted for 20K worth of memory. We’ll get to it soon, but note that the 420K
was occupied by character arrays is mostly consumed by Strings.

The challenge with the heap difference is that it shows everything in the heap,
which can result in an unmanageable amount of data to analyze (1011 classes of
objects in this small application.) It might be easier to hone in on objects that are
in your application’s package structure. A filter can be applied to the classes in the
“Filter Classes” text box in the following form:

com.geekcap.*

12
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Enter the root of your package structure, followed by an asterisk, and JProbe will
display only your classes. Figure 9 shows how this affects the test application.

& Welcome * I.L?"Runt\me Summary ¥ [i& Memory Diffarence %

= e [
v ¥
Baseline: geeknews Other: geeknews_1
Percentage Size Change: Recorded --% | Heap 14.60% | Dead --%
Filter Classes |com.geekcap **()| ~ [8/1011]
| Name | Recorded Count | Heap Count ®| Recorded Memory | Heap Memory | Dead Count | Dead Memory ||
I Total g 3.017 : 754.168 : Bl
com.geekcap.geeknews.core NewsArticle - 61 - 1,952
com.geekcap.geeknews.dao .CacheNewsArticleDaolmpl - 0 - 0

com.geekecap.geeknews.web.PostArticleFormcontroller
com.geekcap.geeknews.dao FileSystemMewsArticleD...
com.geekcap.geeknews.web.LoadArticleContraller
com.geekcap.geeknews web.HomePageContraller
com.geekcap.geeknews.core GeekNewsService
com.geekcap.geeknews web .validator NewsArticlevali...

oo o ooo
oococooo

Figure 9 JProbe's Heap Differencing Filtering on GeekCap classes

Your applications will probably be much larger than this, but as you can see, the
filter reduced the heap contents from 1011 classes of objects to eight. And one of
those, the NewsArticle, looks suspicious. But before we jump to any conclusions,
let’s open the detailed snapshot and investigate this suspicious NewsArticle.

Right-click on the detailed snapshot and choose “Open Instances View”, which is
shown in Figure 10.

T
& wlceme * | Runtime Summany * | B irances =

rymE BExkm =G 8@

Irniatigaita by | s Count ®  click on chan segrans or lgund Rams o dildown on calugeres

Catugores (34}
5y

M | P craridind Ceunt Hap Count @

&5 4

= zr

Ty pv 207
ks, ASSnIraniLeck R bl Sy 180 4,45 @
manthms ey | 1 102 a0 - =
nt CancumentHashMagsSegment 160 4,54 5120 [
matbad [ 2,1 3 @ 3,800
5 2848 o o
Eriry [ ] [ L [ Az 4,160
1 Lta a0 an 4,360
1758 [ 163 3.960
Ly [ e Be
3 i 200
1511 [ [ 1068

Figure 10 Heap Instances View

The Heap instances view shows you all classes of objects in the heap, including the
“Keep Alive Size”, which reports the amount of memory required to keep those
objects alive. The keep-alive count differs from the heap memory in that it, not only
includes the memory used by the class itself, but also includes the memory that its
children occupy. Notice that the String class requires 538K of memory, but its
keep-alive size it over 2MB: this is the result of the underlying character arrays
(and other things) that it maintains internally.

13
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You can choose to investigate the heap by the number of objects in the heap (which
is the default) or you can investigate by the amount of used memory. The bar chart
reports the “investigate by” metric (heap count in the example) grouped by the
various components that JProbe identifies in your application. In this example, the
majority of memory is occupied by system code, but if you hover over, and click on,
any of the components in the legend on the right, the instances at the bottom of
the screen and the bar chart will be filtered by that component. Again, sorting
through 1125 objects is a daunting task, so click on your application’s package (in
my case “GeekNews com.geekcap.geeknews.*”), which is shown in Figure 11.

& Welcome * |l?,‘Runume Summary ‘Ea\nstznces x ‘Eﬂ\ns(znce Detail * ‘

SyEHRKEER OGO

Investigate by: [Heap Count ~  click on chart segments or legend items to drildown on categories
P
cor
ke ki I ne, eckNewssenvice
67 [...eb PostArticleFormController
O...ws web LoadArticleontroller
0 10 20 30 40 50 60 70 80 50 100 ity
Filter I [ ~ [9/9]
Name [ Recorded Count | Heap Count & Recorded Memory Heap Memory Keep Alive Size | Dead Count | Dead Mernory ||
Total 5 74 160 2420 2424 s 80
m.geckeap.geeknews core NewsArticle s 67 150 2148 ~387,128 o o
k knews d o 1 2 388,928 o o
ke knews.dao FileSystemNews 0 1 o 16 1112 o o
com.geekeap geeknews web HomePageController o 1 o a8 224 o o
ke ki e Geek 0 1 0 16 16 o 0
com.geekcap.geeknews web LoadArticleController 0 1 0 80 256 o 0
ke ki b.validator NewsArticleValid: 0 1 0 s s o o
com.geekcap.geeknews web PostarticleFormController o 1 o 88 288 o o
com.geekcap geeknews web command.Articlecommand o o o o o s 80

Figure 11 Heap Instances Filtered for GeekNews

Notice that there are 67 NewsArticle instances in memory accounting for 387K
worth of memory. Your application will probably be more complicated that this, but
the point is that you can, at-a-glance, see where your application is using all its
memory, and by looking at the keep-alive count, you can see the impact of those
objects on your application. And if you have a memory leak and you have load
tested your application long enough, you should see it here.

The NewsArticle class looks suspicious, so it's time to investigate it. We’'ll learn
more about this object later, but the pressing question is: why are these things in
the heap? Right-click on the NewsArticle object in the table and choose “Why Are
These Live?” This is shown in Figure 12.
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Figure 12 NewsArticle Dominator View
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The Dominator view displays the list of objects that are maintaining references to
the NewsArticle. In this example, the CacheNewsArticleDaplmpl class is maintaining
56 copies, an Object array is maintaining 10 copies, and the JVM root set is
maintaining one reference. The CacheNewsArticleDaolmpl is the apparent object
that is leaking memory, so let’s investigate the actual instances to see if we can
figure out where the problem is. Right-click on the CacheNewsArticleDaolmpl object
and choose “Show this Dominator’s Pinned Instances”, shown in Figure 13.
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Figure 13 NewsArticle Instance Detail

You might have noticed that the “Recorded Count” was 5 while the “Heap Count”
was 56. The reason is that during our load test we created 51 instances of the
NewsArticle object, and we captured snapshots of those instances without tracing
information. Then we launched the load test with a single user executing our
service reqguests five times—those five instances account for the “Recorded”
instances. Figure 13 has an “Allocation Time” for five of the instances, which are
the times in which those instances, after the load test, were allocated. Those
instances are the ones that we can use JProbe to trace down to the class, and line-
of-code, in which they were allocated. The remaining instances are only useful to
help us identify the memory leak.

Selecting one of the instances from the table updates the bottom sections with
information about that particular object instance. Click on one that has an allocation
time and then review the information on the bottom of the screen. The first tab
reports the objects that are holding a reference to this instance as well as the
objects that it is referencing. In this example, the NewsArticle instance is being
referenced by a HashMap and it maintains references to four Strings and a Date,
which represent the contents of an article.

The “Dominators” tab shows the object stack that is maintaining the reference to
this object, which is shown in Figure 14.
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Figure 14 Dominators Tab

From this we can see that the HashMap is referenced by the
CacheNewsArticleDaolmpl, which is referenced by the GeekNewsService, which is
referenced by the HomePageController, which is ultimately referenced by Spring.
And knowing the architecture of the application, the NewsService is a Spring service
bean that is injected into the HomePageController.

Finally, the Trace tab reveals exactly where this object was created, shown in
Figure 15.
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Figure 15 Trace Tab

The Trace tab presents the stack trace through which the object instance was
created. If you want to review the source code that created it, right-click on the
instance and choose “Show Allocated At Source”, which is shown in Figure 16.
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Figure 16 FileSystemNewsArticleDaolmpl java

Figure 16 shows that the getArticleContent() method loads an article from an XML
file and then creates and returns a NewsArticle instance.
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Summarizing Analysis Results

Reviewing the load test snapshots revealed that NewsArticle instances were
growing in proportion with the number of requests being executed. Using this
information, we tracked down the NewsArticle instances in the detailed heap
snapshot and learned the following:

e A simple load test that exercised two service requests 50 times each
yielded over 2MB of NewsArticle data

o NewsArticles are being created in the FileSystemNewsArticleDaolmpl class

o References to NewsArticles are being maintained by a HashMap that is
contained within the CacheNewsArticleDaolmpl class — the cache is keeping
them alive

This could be our expected behavior: articles should be cached for quick access. But
from my understanding of the application | know that there is not even 2MB worth
of articles in the application, let alone being accessed by the load test script. As
with all performance analysis, and memory analysis in particular, you need to apply
your own knowledge of your application and environment in order to determine
what is and what is not problematic.

After investigating the cache, | found that John, our recent college grad, did not
manage his cache keys properly. As a result each request for an article was not
only loaded from the file system, but was added to the cache. | updated the cache
code and re-ran the load test capturing before and after snapshots. The snapshot
difference is shown in Figure 17.

Figure 17 Cache Problem Resolved
If you compare this snapshot difference with the one in Figure 9, you’ll notice that

the change reduced the number of NewsArticles from 61 to 12. Memory leak
resolved!
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SUMMARY

Identifying the root cause of memory leaks is challenging at best and down right
impossible at worst, but with tools like JProbe, the impossible becomes more
attainable. In this paper, | reviewed how the Java Virtual Machine and garbage
collection work and what constitutes a Java memory leak. From this knowledge 1
developed a plan for hunting down memory leaks.

Through a sample application with a memory leak, | proposed a plan and
demonstrated how to use JProbe to realize that plan. | started by load testing the
sample application using JMeter while JProbe silently watched, adding no
observable overhead. JProbe captured two memory snapshots: one before the load
test and one after. The difference between the two snapshots quickly identified
objects that were growing disproportionately. Then, enabling JProbe’s tracing
capabilities and running a load test with a single user, | was able to capture a
snapshot that revealed the relationships between objects, the amount of memory
that they (and their children) were consuming, the objects were maintaining
references to them, and their allocation points, down to the line-of-code. In short,
JProbe’s low-overhead memory analysis identified the objects that were leaking and
JProbe’s deep recording and analysis capabilities equipped me with everything |
needed to be able to resolve the problem.

If you have a production memory leak, by using JProbe, you no longer have an
excuse for not being able to find it!
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