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Abstract

In this white paper, Quest’s virtual data protection experts offer five tips that will dramatically increase the
effectiveness of backup and recovery in your virtual environment.
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Introduction

Virtualization is being rapidly adopted, particularly in small to mid-sized businesses (SMBs) where time and money
are always at a premium. It brings significant time, money and labor savings in a variety of areas, including
procurement, administration, deployment, operation, reliability and recoverability. Virtualization can radically simplify
management of the entire environment and enable the SMB administrator to “do more with less.” Moreover, disaster
recovery becomes significantly easier once a business has virtualized, provided the administrator adopts newer,
more efficient technologies that are designed to work with the virtual infrastructure.

However, like any technology, virtualization brings challenges that can erode its cost benefits and leave the
infrastructure less protected than before. In this paper, Quest's data protection experts offer five tips for effective
backup and recovery to help you avoid the challenges that might keep you from fully protecting your virtual assets
and infrastructure. You will discover how simple and affordable effective virtual data protection can be, and maximize
your investment in your virtualized infrastructure.
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Our Five Tips

Tip #1:. Minimize the amount of data you protect

You can reduce the amount of data you back up while ensuring 100 percent recovery by using technologies that filter
out unchanged and deleted data.

While tools that utilize VMware CBT (Changed Block Tracking) eliminate the backup of some unnecessary data, CBT
does not prevent the backup and restore of deleted data. The Windows operating system uses the unused free space
that is allocated, but not used, for data to store deleted files. That deleted data is never removed until it is overwritten
to make space for new data. VMs that host applications with frequently changing data can have gigabytes of deleted
data. Unfortunately, those files are seen as changed data blocks, and backup tools using only CBT will back up that
deleted data. That stretches backup times, lengthens restore times, and overloads your network.

Our tip is to select a tool that does not back up deleted data. That way, you can back up often and with greater
granularity. You'll also save substantially on storage space, backup time, bandwidth and recovery time, enabling you
to have better recovery point objectives (RPOs) and shorter recovery time objectives (RTOs).

Tip #2: Maximize backup speed and throughput

Many backup administrators manage data protection for their virtual systems as if they were protecting physical
systems; this can seriously reduce the efficiency of virtual asset data protection. For example, administrators often
put multiple VMs on a server that would have previously hosted only one physical application. This creates increased
contention for network resources—particularly when backups and restores are being performed.

Virtualized systems are different and need different techniques for optimal protection. We recommend you use a tool
that allows simultaneous backup and restore to avoid bottlenecks. In addition, use a tool that provides flexible backup
methods (proxy, direct-to-target, LAN-free) to fit your environment and minimize workload impact.

To further increase network and system efficiency, choose a tool that eliminates the need for a backup server by
sending backup images directly to target storage. This approach reduces network load by eliminating intermediate
steps.

Tip #3: Keep your recovery options flexible

While agent-based systems have their benefits, they aren’t always most efficient or cost effective for small
organizations. When you back up virtual systems with agent-based systems, you typically have to pre-stage your
VMs to restore an entire VM. This means you have to spawn a new VM via clone or template, size the memory and
disks correctly, name it correctly, and create the appropriate number of virtual disks. Once this is up and running, you
must then install an agent, connect to the target, and restore the VM. One alternative to an agent-based system is
bare-metal restore routines. However, these are challenging to implement at best, and you may have to maintain
duplicate hardware with this option as well.

Fortunately, virtualization brings many simpler and more powerful recovery options. Use a tool that allows you to
simply click on a VM to restore it, with no need for pre-staging. Find one that allows you to easily restore files at the
file level and to restore application objects. Set up your disaster recovery scheme so you can fail over to a VM on a
remote server (either on campus or offsite) with a single click of a button, and ensure the replication is automatically
reversed so that once the source site comes back up, you can simply synchronize the changes and failback to
source.

What about physical boxes? Almost every virtual environment has some servers that just can’t be virtualized yet.
Consider companion tools that work with your virtual data protection tool to offer continuous protection for physical
servers. Using continuous protection, you can image physical systems into VMs, which can be then restored to a VM
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or a physical server. This approach gives you the flexibility to get your systems restored and your business back on
line fast.

What about long term tape-based retention? Most organizations already have investments in agent-based software
and tape systems. All you need is a single agent with visibility to an archive repository to sweep the archives off to
tape. Consider a tool that offers sweep-to-tape integration that can be used with a traditional backup tool. Then if you
ever need to recover an old archive, you can simply restore it to the repository, import the manifest, and start
restoring files or VMs as you please.

Tip #4:. Minimize performance drains

As mentioned earlier, many backup administrators manage data protection for virtual machines as if they were
managing separate individual physical systems. Another example of this is deploying backup agents on each VM and
running backup jobs in defined backup windows in order to avoid hurting the performance of business operations on
the system. Often backups are run during off-peak hours, usually at night.

Unfortunately, this approach has a significant impact on the virtual machine host and VMs. The host system must
take on the extra processing load and absorb latency increases due to I/O contention during the entire backup
window, slowing all VMs on the host until all scheduled backups are complete. Adding to this impact is increased
network traffic and latency due to the increased volume of data traveling to the backup server.

Our tip is to use dynamic resource management to free unneeded resources; when resources are taken only when
needed, limited or scarce resources can be shared among processes. You can also reduce performance impact by
simplifying your backup infrastructure with a flexible tool that can adapt to your network layout (LAN, WAN, or storage
network), shifting the load of data protection operations away from the networks critical to business performance. For
even greater benefits, choose a tool that provides flexible backup methods (proxy, direct-to-target, LAN-free).

Reducing the impact of backups on your network, servers and applications will enable you to save on hardware and
infrastructure costs. It will also help your current infrastructure perform better so you have room for growth without
spending more money. In other words, with the right tools, you can do even more with less.

Tip #5: Protect to fit your needs and SLAs

You have different SLAs and infrastructure for different applications and data. Your data protection solution needs to
adapt to fit your needs—not the other way around. Your data protection tool shouldn’t force you to conduct your data
protection operations in a way that interferes with your production systems and networks. You should back up only as
often as you need to meet your SLAs, in order to minimize effort and load on your production systems and networks.

Therefore, choose a flexible tool that offers a choice of networks and a method to be used for data protection: LAN,
WAN, server-less. We recommend an image-based data protection tool because images are very portable, allowing
you to recover when, where and how you need to for the greatest efficiency. We also advise choosing a tool with
flexible licensing to provide the best fit for your environment while costing as little as possible.

Most of all, choose an architecture that fits the SLAs for your organization. The correct architecture for your business
depends on the hardware and setup you have today; there is no one-size-fits-all. Understanding the options here is
arguably the most important part of the equation when designing a virtualized disaster recovery system. Regardless
of which image-based tool you are using, you need to configure it correctly, which includes, among other things,
choosing the correct source method and understanding data flow and proper positioning of targets.

Finally, choose a tool that offers a variety of architectural options for deployment: network-based, direct-to-target,
iISCSI, fiber and both ESX and ESXi backups. This will ensure you can set up your backup regime in a way that
makes sense for your environment.

Five Tips for Effective Backup and Recovery in Virtual Environments 6



Conclusion

Following these five tips will dramatically increase the effectiveness of backup and recovery in your virtual
environment, but to implement them you’ll need a powerful and flexible virtual environment data protection tool. Quest
vRanger Pro makes VMware virtual machine backup, restore and replication simple, fast, affordable and scalable.

Quest vRanger Pro from Quest Software includes all the features you need to fully implement these five tips, protect
your data, and minimize the size of your backups.

vRanger adds Active Block Management (ABM—patent pending) which skips over deleted data, unlike VMware's API
for Changed Block Tracking (CBT) alone. In continually changing environments, this reduces the size of your
backups by eliminating many gigabytes of pointless extra backup. vRanger reduces space requirements, network
bandwidth and backup and restore time, without sacrificing data protection.

vRanger maximizes speed and throughput for backup and restore operations. It:

e Allows simultaneous backup and restore to avoid bottlenecks

e Offers flexible backup methods (proxy, direct-to-target, LAN-free) to fit your environment and minimize
workload impact

e Eliminates the need for a backup server by sending backup images directly to target storage

vRanger offers great flexibility in recovery options. It:

e Restores with one-click — there’s no need for pre-staging

e Restores files at the file level as well as application objects

¢ Restores to a VM or a physical server

e Offers sweep-to-tape integration that can be used with a traditional backup tool—simply restore it to the
repository, import the manifest, and start restoring files or VMs as you please

vRanger minimizes performance drains. It:

e Uses dynamic resource management to free unneeded resources; when resources are taken only when
needed, limited or scarce resources can be shared among processes

e Adapts to your network layout (LAN, WAN or storage network), shifting the load of data protection
operations away from the networks critical to business performance

e Provides flexible backup methods (proxy, direct-to-target, LAN-free)

vRanger enables you to backup only as often as needed to meet your SLAs. It:

e Offers a choice of network and method to be used for data protection: LAN, WAN, server-less

e Allows you to recover when, where and how you need to for the greatest efficiency using its image-based
data protection tool

e Has flexible licensing to provide the best fit for your environment while minimizing costs

e Offers a variety of architectural options for deployment: network-based, direct-to-target, iSCSI, fiber, and
both ESX and ESXi backups

Quest vRanger provides ESX and ESXi image-based VMware backup, replication and recovery that's simple, fast,
affordable and scalable.

The Quest® vRanger product family speeds VMware backup and replication while dramatically reducing storage
requirements. Choose the solution that best meets your needs:

e vRanger Standard Edition (SE): simple, fast, affordable VMware backup and restore

e vRanger Pro: all SE features, plus VMware replication for comprehensive VMware data protection in one
simple interface.
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http://www.quest.com/Quest_Site_Assets/PDF/HOV-vRepvRang-FeatureGuide-US-EH.pdf
http://www.quest.com/Quest_Site_Assets/PDF/DSA-vRanger4CS-US-EH20101004.pdf
http://www.quest.com/Quest_Site_Assets/PDF/DSV-vRangerPro50-US-EH20101101.pdf

Simplify your disaster recovery plans for vSphere with one-pass ESX / ESXi backup that includes granular restore
capabilities across files, objects and applications. Improve disaster recovery plans on site or at a remote site with
efficient VMware replication and easier access during data protection efforts.

Quest also offers free online training resources to help you make informed decisions regarding proper setup. And

there is a free training portal where you and your staff can take advantage of training offered for all Quest products,
all at no additional cost to your business.

No one makes obtaining efficient, affordable and powerful disaster recovery tools easier than Quest. Quest Software
ensures simplicity at work.
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This document contains proprietary information protected by copyright. No part of this document may be reproduced
or transmitted in any form or by any means, electronic or mechanical, including photocopying and recording, for any
purpose without the written permission of Quest Software, Inc. (“Quest”).

The information in this document is provided in connection with Quest products. No license, express or implied, by
estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale of
Quest products. EXCEPT AS SET FORTH IN QUEST'S TERMS AND CONDITIONS AS SPECIFIED IN THE
LICENSE AGREEMENT FOR THIS PRODUCT, QUEST ASSUMES NO LIABILITY WHATSOEVER AND
DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT SHALL QUEST BE LIABLE FOR ANY
DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING,
WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF
INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF QUEST HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. Quest makes no representations or warranties with
respect to the accuracy or completeness of the contents of this document and reserves the right to make changes to
specifications and product descriptions at any time without notice. Quest does not make any commitment to update
the information contained in this document.

If you have any questions regarding your potential use of this material, contact:

Quest Software, Inc.
Attn: Legal Department
5 Polaris Way

Aliso Viejo, CA 92656
www.quest.com

email: legal@quest.com

Refer to our Web site for regional and international office information.

Trademarks

Quest, Quest Software, the Quest Software logo, AccessManager, ActiveRoles, Aelita, Akonix, AppAssure,
Benchmark Factory, Big Brother, BridgeAccess, BridgeAutoEscalate, BridgeSearch, BridgeTrak, Businessinsight,
ChangeAuditor, ChangeManager, Defender, DeployDirector, Desktop Authority, DirectoryAnalyzer,
DirectoryTroubleshooter, DS Analyzer, DS Expert, Foglight, GPOADmiIn, Help Desk Authority, Imceda,
IntelliProfile, InTrust, Invirtus, iToken, I/Watch, JClass, Jint, JProbe, LeccoTech, LiteSpeed, LiveReorg, LogADmin,
MessageStats, Monosphere, MultSess, NBSpool, NetBase, NetControl, Npulse, NetPro, PassGo, PerformaSure,
Point,Click,Done!, PowerGUI, Quest Central, Quest vToolkit, Quest vWorkSpace, ReportADmin, RestoreADmin,
ScriptLogic, Security Lifecycle Map, SelfServiceADmin, SharePlex, Sitraka, SmartAlarm, Spotlight, SQL Navigator,
SQL Watch, SQLab, Stat, StealthCollect, Storage Horizon, Tag and Follow, Toad, T.O.A.D., Toad World,
vAutomator, vControl, vConverter, vFoglight, vOptimizer, vRanger, Vintela, Virtual DBA, VizionCore, Vizioncore
vAutomation Suite, Vizioncore vBackup, Vizioncore vEssentials, Vizioncore vMigrator, Vizioncore vReplicator,
WebDefender, Webthority, Xaffire, and XRT are trademarks and registered trademarks of Quest Software, Inc in
the United States of America and other countries. Other trademarks and registered trademarks used in this guide
are property of their respective owners.
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About Quest Software, Inc.

Quest Software (Nasdaq: QSFT) simplifies and reduces the cost of managing IT for more
than 100,000 customers worldwide. Our innovative solutions make solving the toughest IT
management problems easier, enabling customers to save time and money across physical,
virtual and cloud environments. For more information about Quest solutions for application
management, database management, Windows management, virtualization management,

and IT management, go to www.quest.com.

Contacting Quest Software
PHONE  800.306.9329 (United States and Canada)

If you are located outside North America, you can find your

local office information on our Web site.
E-MAIL  sales@quest.com

MAIL Quest Software, Inc.
World Headquarters
5 Polaris Way
Aliso Viejo, CA 92656
USA

Contacting Quest Support

Quest Support is available to customers who have a trial version of a Quest product or who

have purchased a commercial version and have a valid maintenance contract.

Quest Support provides around-the-clock coverage with SupportlLink, our Web self-service.
Visit SupportlLink at https://support.quest.com.
Supportlink gives users of Quest Software products the ability to:

- Search Quest’s online Knowledgebase

- Download the latest releases, documentation, and patches for Quest products

+ Log support cases

- Manage existing support cases

View the Global Support Guide for a detailed explanation of support programs, online services,

contact information, and policies and procedures.
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